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abroad disclosure status in privacy policy

Abstract:

Session replay is a service for recording every active event that a user preforms on a website. It is supposed
to be used for improving the website user experience and identifying failure on the website. However, not
all of the sites having this service disclose to their users that they use the session replay service to obtain
information such as the user’s mouse history, and hence there is a concern that users may feel their privacy
being violated.

In this paper, we investigated how users feel about their mouse and keyboard operations being captured
through a questionnaire survey. In addition, we conducted a survey about the deployed session replay ser-
vices and whether they are appropriately disclosed in privacy policies in both domestic and abroad websites.
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crazyegg 50 41 82 10 20 50 50 | 100 6 12
ContentSquare 27 24 89 2 50 49 98 4 8
lucky orange 20 14 70 0 27 27 | 100 0 0
fullstory 5 4 80 1 20 50 48 96 6 12
Yandex 15 11 73 1 7 7 | 100 2 29
Dynatrace 8 8 100 0 32 29 91 1 3
Glassbox 4 100 2 50 8 7 88 0 0
Smartlook 14 7 50 0 13 11 84 0 0
Foresee 2 100 0 0 0 0
Inspectlet 3 100 0 100 0 0
LogRocket 1 50 1 50 100 0 0
GEil 300 | 244 | 81.3 37 | 12.3 400 | 384 | 96 36 9

Privacy Policy

Compliance

Collection of information

Tay also allow third party seTvice performance and retargeting
G v

collect information
ads and number of visitors. This means EPAM may show ads based on
your past visits to EPAM Sites, through publishing networks, such as the
Google Content Network (GCN). More information about these Cookles
may be avallable on the relevant third party’s website.

3 HEY—ECAZOEBEDOH 2T T4 Ny =R ¥ — (—Hik
Fe) [26]

What does WHO do with the information it collects?
Normal web site usage

The informatic
and usage of
personal informa

ered during gene the “who.int” domain is used to analyze trends

ss of the site. It is not connected with any

Personally identifiable information

WHO may use the personal information you provide to:

ou - either in response to a query or suggestion, or to mail newsletters, documents,

4 HHORZBEDDHZ T 74NV —KY ¥ — (—##E) [27]

B SURLED AFEEN 0.27 DREECHEN A ATEEAR Z
ZRUTz.

ESY A MBI dkyya ) Ty - A
A, BFRRWOFAETIE, 20.1% (3575 14 /17,852 {:) H3iE
AEFF>THEY, 77/ 0V /A Y R—%y bPEIXZ/
BFLWo2 T TVDY A NTHEHANEATHNDEZ %

&
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Privacy Policy

Network Time Foundation respects your privacy. We do not sell or provide your personal information to anyone outside of the

Foundation.

email address,

and mailing address. We do not store, or
ocessor you choose (Stripe, PayPal, or Google Pay).

We will only publish

sion to do so when you donate or become a
member.

If you opted to re
Astaff

ve a t-shirt when completing the membership form end the size requested to the address you provide.

contact you by email to verify the size, ad

email an anni

For tax pur zes the amount

and date for any donations made in the previous year. We may send an occasional news email with updates from Network Time

ment at the beginning of the year following your donation which summari

Foundation. These emails provide an unsubscribe option should you wish to opt-out

If you have any regarding this privacy policy or experience any issues when using our donate or membership forms, please

contact the webmaster

5 HiEH—EABORRDENT T 8y —H ) v — [28]

HEMMZ U7z, EAFRKIIE, HIA 96% (384 /400
), ¥ —ERED 9% (36 /400 ) TAXINTWD
ZEeEHALSIIZLZ. HNOARIZEAN L L T, EH
DEPEAT VWS Z L ZHSPIZUT.

MU EDREMER, ERERERELT, vyvarvy s
LAY =2z UCHHAE OB R AIEETH D, FHZ
D% FBIENRRLE2ELTWSIZE ST, T4
V=RV — kB Y — Y ZADRHBRDOARIZR+HT
HBZEDRHS MR o7, FIHFICEY Y a VEBOH
EEDPORTLIER DO DHERFAE 2 SBOEEL
T 5.
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Microsoft Clarity, (https://clarity.microsoft.
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