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EM estimation from LDP protocol for key-value data that is robust
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Abstract: Local differential privacy is a technology that randomizes locally private value before sending to
an untrusted server. However, since the randomizations are performed at the user side by their selves, it has
more chance to modify the randomized value so that malicious users try to manipulate the result. In 2022,
Wu et al. proposed three kinds of poisoning attacks to PrivKV, one of state-of-art LDP protocol for key-value
data. To make the LDP more robust against poisoning, we propose a new LDP protocol emPrivKV, using
EM (Expectation Maximization) algorithm. In this paper, we conduct an experiment that applies the three
poisoning attacks to our algorithm and report the strength of our work against poisoning, in compassion
with the PrivKV.
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