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Abstract: Residential IP Proxy (RESIP) is a service that provides a proxy server running on hosts in residential net-
works. However, RESIP service is suspected of being used illegally. Mi et al. reported in 2019 that RESIP service was
illegally used for purposes other than its original purpose. Triggered by this research, many investigations on malicious
use of RESIP services have been done so far. Most of these studies were limited to investigating communication that
were initiated from sample RESIP clients, and the details of general RESIP clients’ behavior were unknown. In
this paper, we investigate three major RESIPs, Bright Data, ProxyRack, and Oxylabs, and observe the communication
performed by the general RESIP hosts. We discuss some potential malicious behavior through RESIP service based

Investigating Potential Malicious Activities via Residential IP Proxy Services

on the meta data of communication.
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Fig.1 Overview of RESIP Service.
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2.1 EITHRRE

Mi 5DENAL LT 0 XS DOHFE [2] T, HIBHL = An-
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Table 1 RESIP Provider Comparison.

TRNA XY Bright Data ProxyRack Oxylabs Proxy-Seller
ARHLFTTE ARZ IV i Vr7=7 ¥ 7o 2 HAE
HTTP/HTTPS, HTTP/HTTPS,
7abtan HTTP, HTTPS Socks5, HTTPS
Socks4, Socks5 Socks4, Socks5
1 » A5 okl USD15.00~/GB USD49.95~/10GB USD15.00~/GB USD1.64~/IP
RESIP OFfifEE%L 195 »[H 195 2[H 195 7[H 50 2
Hwiero 04 Residential Proxies 25 Private Unmetered Residential Proxies Proxy IPv4
Residential Ports
RESIP FifEiEE @] O O BRI E
V7 TR Z¥2IZ RESIP 24 H O X O X
R2 MAEEROHW L HE, Hik
Table 2 Objectives, methodologies, and specifications of experiments.
Liass H# ity T3tk
s 2022 #£ 8 [ 27 H~ e . gmap, ymap, mapfan & CEIEHIRER
SR 1 NLE AT TR & (LT 2 2 & 2
9 A 11 H (16 B (B & 2] . LB 21T 5
R 2 2022 £ 8 H 27 H~ R—=4"y MREDRREERLX—F v b R—=4"y MAEDFREERLX—F v b
: 9H 11 H (16 A DR DR A
A 3 2022 4E 11 A 24 H~ LR 2 o HEMKIC X 2B OB FHil[12] OHEBI T m 2 F A% VT
: 12A1H (7 H#E) LA IR 2 ¥ O iR R R 2 HUS LSRMFICE BT 2 h iR 21T 5
& Hola VPN App Setup x ERLTOWET AL 2D Y — RS 2 2 & TZEHY
INAZ/E7 SV r—>avizolk.
Ghola!
By using this app you agree to our End User Agreement & Privacy Statement.

Your use of Hola VPN is for free, in return for allowing Bright Data to occasionally use your device's
free resources and IP address to download public web data from the Internet. Bright Data values
your trust and takes every measure possible to protect your privacy and personal data. Bright Data
understands the security matters at stake in sharing your IP address and monitors all of its network
traffic to ensure your safety. Bright Data will only use your IP address for approved business-
related use cases and never for unauthorized cases. None of your personal information is accessed
or collected except your IP address. Period

You can opt out at any time by paying for a subscription or uninstalling the app

Get free unlimited VPN
(allow Bright Data to use device's free resources)

2 Hola D[R ZEHEH

Fig.2 A user consent window in Hola.
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WOWTHTAEEITo 72,

RESIP % — v 2 D581 % k5 % FEEEZ B D Windows
7u %27 7YEIL T, ProxyRack Tl Web ¥4 FA [14]
T, Oxylabs TIXFEMA x>y bV —21CBT2M
22K % % A 72 Honeygain[15][16] C Windows 70 ¥ 7
7 DIFFE# HERRT % /2. Oxylabs {% RESIP = 2 MM %
7YY=V TBRTERER 5> TWED, ProxyRack &
Oxylabs @ Windows 7’ 1 & 27 7V IZ Bright Data 252
3% EamnApp & FIBOMREZ B L THED, 4 v &X—%v b
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AR RTAT v F2BHEIL TZOBEEKRDOIEREHET 2
FENT 5%, RESIPFRR Mo THA#R Y RL AWK
77 RATBEE, IaFxT 7 7Y D Proxy gateway & DIE
N BETbN .

4., EE&

4.1 REREM
AERIZ, UTO3mEENET 3.
(1) RESIP #MHI 7' ' 5 L DBAFE ¥ FHii 217 5 .
(2) FIEEEICE T % 3 DD RESIP R X F OERH S
129 %.
(3) RESIP r R MEHTOBENTNETAZHOL2ICTT 5.

4.2 ERERRE

/ — & PC (Lenovo ThinkPad X1 Carbon 5th Signature Edi-
tion, Windows10 Education) ¥, b-mobileSIM % HAREHNT
fEF L7, RESIP & X FEREEZ HET 2 DITHW Win-
dows 70> 7 7Y %K6 ITRT.

4.3 EEBAHE

4.3.1 3B 1:RESIP &M 70O 5 LD L
2022 4E 11 H 24 H25 11 A 28 HETOMIC, FKiE

W LAN CERHES) 1285t L 72 Windows 10 ¥R TAREER %

Tork. BEBEr£6D3 200X 7 VDKRALE

b, &7 7VIZOWT 545X 100 [EOEEZBR LT
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Table 3 Experimental results on location estimation.

RESIP Microsoft Edge Google Chrome firefox
Tang X BIEHIMRER eI BIEHMRER BIEHIES BIEHIRER BUEHIE
Bright Data X O X O X O
ProxyRack O X O X O O
Oxylabs O X O X O O
Proxy-Seller O (us, ) « O (us, Ip) « O (us, Jp) o
X (KR, IN) X (KR, IN) X (KR, IN)
i O O O O O O
R4 REHERR RT7 FBRTERALE X7 7Y RCIELZ TP 7 FLRE S

Table 4 Ad Survey Results.

B4~ | Bright Data  ProxyRack  Oxylabs  Proxy-Seller
yahoo 0.00 0.00 X 0.00
game 0.39 0.29 X 0.50

folk 0.53 0.35 X 0.32
rocket 0.04 0.38 X 0.10
smart 0.70 0.57 X 0.70

P 0.41 0.40 X 0.40

% 5 Bright Data ® Windows 71 %> 7 7 U 4l
Table 5 Windows Proxy Apps Used by Bright Data.

i
¥7Y—E7%v NU—2%
ML VPN 7 T r—>ay
FAAAT VLA DHZ X%
HERET 27—V 7 b
Bright Data 22 L T2
AR =3y MERL TV

KEFADF AL ZDY Y — 2% FIH
LCERHBNNARGE 7 TV r—>ay

FT7 7 A V%

Hola VPN[18]

SunsetScreen

EarnApp[19]

&6 T2 Windows 7a¥>7 7Y
Table 6 Windows Proxy Apps.

RESIP 7 N4 &

Windows 7R ¥ 7 71

Bright Data
ProxyRack
Oxylabs

Hola VPN [18]
ProxyRack 7 7V [14]
Honeygain [15]

1 12B1) % Proxy gateway & B — NO@EH 1P 7 K
LAZINELE., ABETCRE T exs 7 7Y 2EE L 72%
100 L T R 2 L DiEER 5 DEBHIL, Zotk
Tuxs 7 ) EEEET 22T, M ShEE Y
ty bFBESICL .

FABEXRD T x> 7 7Y OEERER L CERICY
JEARITHIP 7 RLARFERTAS LT, 7%
7 7 OEEDORM L RESIPBAI T 0 75 6DT 5w 2
Y2 MZERIRET FLRAZOWTHERZITS.

(DR 6D3IDDRESIP 7 FVIZDWT, 55DNT v
MXEEE 100 [E1T5.

Q) FEB 1 TIELZIP 7 FLRIZOWT, #EFiHICE
EHThbA TV DEIP 77y 27U R MIREERL, 1
L7 RESIP M 70 75 L OFEELZHET 5.

© 1959 Information Processing Society of Japan

7y M
Table 7 1P addresses and packets counts collected from Proxy apps.

AL a7 7Y | P | srv b

75 L GEHIE) 48 1786
Hola VPN 141 11192
ProxyrRack 7 7"V 325 89416
Honeygain 703 208820

432 REBR2:RESIP KX +EHEERER

20227 H 13257 A 17 HETD 5 HET, Bright
Data, ProxyRack M f Oxylabs Z #1240 RESIP & 2 B
i RESIP AR b TIXRWIRIETHEERZ1TS. RESIP &
A D TRWEREIX, Wireshark DS D 7 77V % BFIZH
L TOWRWRETH 3. 4 o0BRBETERENR 5 K
Wireshark Z W CGEEZBIT 2. <7 v F 2 o80H
e, WEIP 7 KL R, BWERXA Y, BER— bRUR
7y PREWMHT 3.

KX A > DI VirusTotal 12 & 2 EMEHE L H T3V
FEEITO. XA VOEMEHEICBE LT, VirusTotal T
“malicious” ® L < & “suspicious” ¥ 1 D THHEI N K
AL VR EDD.

4.3.3 RER3: RESIP KX 24 BRIERA

2022 £ 10 H 15 H25 10 A 17 HD 3 HRET, Bright
Data Kz X ProxyRack @ RESIP R & M ERIBECTEERETS.
HEEAYIC 24 BRI E RESIP A R MEREECHEEZ2BHIT 3
ERT O INFEXTF YT s ANDT—REDBFRKICKRDE L
EZJ=. %ZT, pyshartk TR7 v bDVY T AXA LK
ZATOVAT LRFEEL, 5058 1P 7 FLRAL@EE N X A
Y DHEHEEIGT 5.

RESIP KX hDZa—)LIP 7 FL A% 60 T L I1C3
#% L, NICTER Darknet[20] Z AW TEHND X — 2 v b T
BHIXN=RE@EEDIP 7 FLALZEAT 3.

44 EBRER
44.1 B 1:RESIP &M 70O 5 LD L
BERE 32070 FS 7 FVIZOWTIELZIP 7
RLZADEE Ty FOBERTIIRT.
INE L= 1P 7 KL 2% JTIZ RESIP R R Mgl 7 a5
LZHRHT2 72970 A RIER L. BERLEIP 7R
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KR8 TIv I VRNMIERLLIP 7 FLRAOEIYE
Table 8 Blacklisted IP addresses and its countries .

IP7 LR | EHE | whois

3.228.x.x 7 XY 7 | Amazon Technologies Inc.
3.94.x.x 7 XY 7 | Amazon Technologies Inc.
162.125.x.x 7 X1 % | Dropbox, Inc.

81.31.x.x KA JAGEX

23.227.x.x 7 XY 7 | Leaf Group Ltd.

38.84.x.x 7 XY % | PSINet, Inc.

104.16.x.x 7 XU 7% | Cloudflare, Inc.

104.26.x.x 7 XU % | Cloudflare, Inc.

18.65.x.x 7 XY 7 | Amazon Technologies Inc.
34.237.x.x 7 XY | Amazon Technologies Inc.

&9 RESIP MAI T 075 A DFEEE (%]
Table 9 Accuracy of RESIP detection program.

Hola VPN | ProxyRack 77U | Honeygain
HERTFIE [17] TP 100 99 100
PERTFIE [17] TN 88 88 88
REFIE TP 99 98 100
BEFIE TN 100 100 100

®10 BN 30 9) H7h OBRINIP 7 FLAEE K X4
Mg
Table 10 Number of IP addresses and domains observed per unit time

(30 minutes).

IP 7 L RA¥ KX A4 U8
wE e mK | R RES I YN
Bright Data | 654 1283 205 | 430 90.1 152
ProxyRack | 172 66.7 97 68 29.7 54

Oxylabs 306 62.1 120 | 173 34.0 87
SR 45 13.0 19 27 5.6 13

L ZADEIME L whois [HHZ R 8 1ICRT. BERLIZIP 7
FL R, 561 TD 100 [MOERID S 5 80 [ EETEIL
727 FLRAD AL 16 By MZRE L7z, 7272 L Honeygain
D7y b OBHIT O 190 [EEHHI L 7z 20.198.x.x 135
RTREHENZ 7 FLRADRD, RENICIZZD 1 2%
BRWEF 0D IP 7 KL AR T T v 7 ) 2 MTESRL 7=

ER L7272y 7 VR VERWT, IEELZA Ty b %
HIE L IAERER 9IWTRT.

RESIP 5 2 hTH 2B MH1Z 100 [MOEBETITREZ &7
Moz,
442 EER2:RESIP KX - EEERER

RI10ICTUE L7250 IP 7 FL R R X A v Ofkz R
9. Bright Data @ RESIP RAX M IP 7 FL AL FX A~
HIZEWEZER L. 32D RESIP KX b DR THRHHEN
fEi% 7’ L 7= ProxyRack @ RESIP 7R 2 + &, @K L L
TIP7 FLRIF 385, FXAIE25fF12koTW .
RESIP 7k A MREECIREHE R O@BE 1T AZ T, RESIP ¥—
PRIZX 2 BEOHMIEEND 2720, 2L DIPT FL
AL RAAL YV EDBEEZIToTWVWHEEZILND.
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K11 FX A OEMHERER

Table 11 Number of malicious domains.

Bright Data | ProxyRack | Oxylabs
TEMEREL 24 4 7
RIS (%] 5.6 5.9 4.0

K12 FAA Y OHT T HREE

Table 12 Domain categories.

Bright Data | ProxyRack | Oxylabs

Travel 23(5%) 1(1%) 2(1%)
Shopping 57(13%) 5(7%) 4(2%)
Advertisements 46(11%) 0(0%) | 64(37%)
Social Networking 13(3%) 10(15%) 11(6%)
‘Web Analytics 18(4%) 0(0%) 12(7%)
Finance 9(2%) 1(1%) 1(1%)
Search Engine 18(4%) 3(4%) | 27(16%)
News 1(0%) 1(1%) 9(5%)

News

Finance

Travel

Web Analytics

Social Networking and Web Chat

Search Engine and Portal

Shopping

Advertisements

0.000 0.025 0.050 0.075 0.100 0.125 0.150

K3 2FEEO XA rHTIVEE

Fig.3 Domain Category Percentage of All Communications.

R13 EMHER XA H] (2022 4 10 H 9 HREH)
Table 13 Sample malicious domains (as of October 9, 2022)

FXA Y RESIP 7mN4 &
cpi-offers.com Bright Data
api.bdisl.com Bright Data
ariesbee.com Oxylabs

20224E 10 HS HE 10 A 9 HIFH T, FXA YOEMK
HEFREREZR 111K L, VirusTotal DOFEZR 7% FHWT R
AL DHTIVEE LERER12 bR 3 ITRT.

£ 1125, YO RESIP KRR b d—EDEETEMEY A
MCEHLTWD Z 20 o72. RESIP KRR FHER
To/BEHETAL FPDEE 74 vy IR Ly =T K
BICEHbD>TWEHY A N THB. zo—fl%, RI13 IR
. Z 2T apibdisl.com &, IPA @ 2020 £ DHEE [21]
WWBVWTHBRENTWBERIET R T T LAANDEGRHEST,
T4V TR ESEDBBL D 5 REY A FTHS.

#1212, VirusTotal THIE L72@EHRD D T IV — %R
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£R14 PUP DT 74 v 7ok (1]
Table 14 PUP Traffic Analysis Results[1].

Category HE (1] | AEE ER

ad 75% 16.4% 1

search engines 8% 7.2% 3
shopping 7% 9.9% 2
malicious websites 5% 5.2% 4
social networks 2% 5.1% 5

£R15 1 HEHT — 2 Ofekk
Table 15 Total number of daily observation data.

IP7RLR | FXA4Y | B
Bright Data 2315 1319 29
ProxyRack 572 524 72

3. Bright Data ¥ Oxylabs @ RESIP 7k 2 k TlXFEiH - 7z
EERT =77 F VT 4 7 ZDEED, ProxyRack TlEi
BT, —77, ProxyRack TiX SNS N\DJE(E DFEE D E
{, RESIP 74 R X 2@EHEDAREHARTE 3.

312, 32007 uNd X—2EGbEL2BELOD T
Y —5fi% RS, RESIP RAZ b &ETILAEHEICHET 2 FX
A UANDBEDENEMZNZ NS, T2, 774 F
VRIIZET B R XA 2 EEMTbA TV .

Mi &53F# L7z 2017 T RESIP +—E 2% 71
F¥YFTBPUP (RERTRTTL) DI 74w ralh
5774 v Z7EBMBEZ W EN 1,000 DFESE [1] 2F& 144112
AT JRERTav ey S, MR VI ICET S R XA
UWEZVETHE L TWe, £z, RFEETIZ SNS 1IR3
% F XA > DEIE OISR TE -,

443 BX3:RESIP KX b 24 BEROERAIRER

R 1512 pyshark T L 72585 P 7 RL AL R X A &~
BE, TP 7 FL A0 SHEINZEOBERT.

T7A4FVABBEDO RX A VIZOWTHELRZE Z 5,
ARFEEFCTHE L THFEH — L A TH S Paypal D K XA >~
3BT = 7=, Bright Data @ RESIP 7k & I i Paypal D4t
2%, Amazon 7 AV Y M Ef o 2BV —LRATH B
Amazon Pay ® X VAV 7 7V TORARKRFEY —L R T
H % merpay, =% UF] =2 X ¥ NTT F— &2 & % i
RITH —E X TH S PAYGENT, 70— NLIREY Y 22—
¥ a YIED Netcerera, FEDENA LIRFHF —L 2D
Alipay, NTT 7= XD F ¥ v ¥ a2 LARFERAE T 7 v b
T4 —ALTH5CAFIS DL BIRFI—L XL LTy
N — RETHER NS — R D@BENTHhATY
5 Z e DMERTET-. RESIP AR P EBEETLE LI-Zh?
NoOFEFNRT v MIOBEIEER 4 1R,

RESIP R 2 + ¥ HES — R & OEERBE O/ 2K 5
L ARFAE T VirusTotal DR 7% FAWTHEHE L2728, K98

D RXA UHRFET 5. ARFE D malicious websites IZDWTD
&, £ 11 OFEFICHET S,
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== AmazonPay
e Paypal
m merpay
= PAYGENT
Bright Data i s Netcerera
== Alipay
— CAFIS

K4 RESIP AR b &Y — L R DEF

Fig. 4 Communication between RESIP host and payment service.

10 1

Frequency

0 10 20 30 40 50 60 70 80
Duration [second]

Bright Data ® RESIP /K Z k ¥ RIFEH—E 22D
&5 IS IRF A 0 A
(2022 £F 10 A 15 H 17 I 15 7525 24 IR5fi)
Fig. 5 Distribution of communication time between Bright Data’s RE-

SIP hosts and payment services (24 hours from 5:15 p.m. on
10/15/2022)

% 16 RESIP RZ k¥ NICTER LD IP 7 KL ZAD%EE
Table 16 1P addresses of RESIP hosts mached in NICTER.
— B 0
[4] THEHE I —FH | 59.816

(Bright Data) ¥ [ 6 (ProxyRack) IZ/R"3. 287 v b D%
SRS 60 BLUIND b D% —HE Dt v > a Lk 5.

RESIP R A D IP 7 K L X ¥ NICTER Darknet % FH\»
TENOX =27 % v b CEH S R IEBE DX(ETT IP
7 RL R DREHERER 16 1T

45 ER
4.5.1 RESIP 7ONAHADE

BHITEZIP 7 FL AL F XA VOB, BERXAL D
H 7 T VRMEEFIP 7 L A5, Bright Data, ProxyRack
J2 T Oxylabs @ 3 DD RESIP /R A b DZEZDWTHH &1
THIENTET.

RRDIIITRRAAL Y HTITYMBRESIPH—L R



BRAEFMRRE
IPSJ SIG Technical Report

25 A

Frequency
= N
v o
|

-
o
L

0 10 20 30 40 50 60 70 80
Duration [second]

ProxyRack ® RESIP R R + 2 JEH—L R D
6 L ]
(2022 410 A 16 H 18 [ 30 772> & 24 K#f)

Fig. 6 Distribution of communication time between ProxyRack’s RESIP
hosts and payment services (24 hours from 18:30 on October 16,
2022)
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