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L—Z&R 10.1 01
SHS 10.2 02
Hd a 10.101 11
2R b 10.102 12
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IP>FLV X mac” FLX
SHS 10.2 02
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ipvd  192.168.10.1
EBIETROER

ipvd 192.168.10.106
access accept [ refuse access |
control true
mac  40:5b:d8:c1:3b:dd
vendor CHONGQING FUGUI ELECTRONICS CO.,LTD.
name EEMHPC
filter  example.com
98.137.11.164 x[J
74.6.143.25 x[J
74.6.143.26 x[J
74.6.231.20 x[J
74.6.231.21 x[J
98.137.11.163 x[J
182.22.25.252 x[J
182.22.16.251 x[J
182.22.25.124 =[]
183.79.250.123 x[J
183.79.250.251 x[J
183.79.219.252 x[J
182.22.28.252 =[]
183.79.217.124 x[J
| (add URL for filering)

config |

| | (you can change name)

BEERRN DR

ipv4  192.168.10.199
ipvd  192.168.10.103
ipvd  192.168.10.191
ipvd 192.168.10.101
ipvd 192.168.10.102

ipvd  192.168.10.200

M2 FEEHE (Web ¥4 1)

ARP A7 —7 4 > 7%, Python 2T scapyl4] % H
WT2MBEICARP V774 2iXE$ %5 Z & THEL
TWa. 40—\ ARP V72X M Z23X(E L, WEH
Birot e, ARP RS —7 4 ¥ 7 %f#1ET 5.

B HIBR I DWW TIX, nftables[5] ZFHA L TW3.

No. Time Source Destination Protocol Length Info
10.000000 Chongqin_c1:3b:dd[Broadcast | ARP 42 who has 192.168.10.1? Tell 192.168.10.194
2 125.336100 Chonggin_c1:3b:dd NECPlatf 20:2d:74 ARP
3 156.836579 Chongqin_c1:3b:dd NECPlatf_20:2d:74 ARP
4 213.325126 Chongqin_c1:3b:dd NECPlatf_20:2d:74 ARP
5 249.323911 Chongqin_c1:3b:dd NECPlatf_20:2d:74 ARP

42 Who has 192.168.10.1? Tell 192.168.10.194
42 Who has 192.168.10.12 Tell 192.168.10.194
42 Who has 192.168.10.1? Tell 192.168.10.194
42 Who has 192.168.10.12 Tell 192.168.10.194
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nftables 137 7 4 77 + — LT, FED®EE %R MW 5
5. 41 nftables IZEC#E L 72HNAEE/RT. 4128
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nftalbes.conf filter.nft

é

includes "etc/filter.nft" define filter_192.168.10.102 = { —

52.119.164.121, 6)
table inet filter { 52.119.168.48,
set fil_192.168.10.102 { 52.119.161.5,
@ typeof ip saddr 205.251.242.103,
elements — { $filter_192.168.10.102 } 54.239.28.85,

176.32.103.205,
set fil_192.168.10.108 { example.com
typeof ip saddr

elements = { $filter_192.168.10.108 } define filter_192.168.10.108 = {
}

74.6.143.26,

set fil_192.168.10.191 { 74.6.143.25,
typeof ip saddr 98.137.11.163,

elements = { $filter_192.168.10.191 } 74.6.231.21,
) 98.137.11.164,

74.6.231.20,

chain forward {
type filter hook forward priority filter: policy accept: }
3)—ip saddr @fil_192.168.10.102 ip daddr 192.168.10.102 drop define filter_192.168.10.191 = {
|:'\p saddr @fil_192.168.10.108 ip daddr 192.168.10.108 drop example.com
ip saddr @fil_192.168.10.191 ip daddr 192.168.10.191 drop } -
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t(s) =S FATIHIH
count: 0
192.168.10.106: 40:5b:d8:c1:3b:dd
192.168.10.199: 76:f0:98:¢9:27:fc
192.168.10.200: 48:a5:e7:4e:07:56
192.168.10.101: 7a:93:2d:b9:62:b3
192.168.10.102: £0:67:28:6b:20:73
192.168.10.103: ca:3f:7f:58:78:f8
192.168.10.1: 08:10:86:20:2d:74

HHTOETH name_192.168.10.106: SEE#H pc
ARP X7 =7 4 >

DI RITFE
30 count: 1
~ Der (&)
60 ARP R 7S —7 4 79T | 192.168.10.106 Start ARPspoofing...
count:2
€1
filter_192.168.10.106: yahoo.co.jp
182.22.25.252 stored success
182.22.16.251 stored success
182.22.25.124 stored success
183.79.250.123 stored success
183.79.250.251 stored success
183.79.219.252 stored success
182.22.28.252 stored success
183.79.217.124 stored success
refer:25-33
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