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1. HAERE=EBB

1.1. HROER
AR, R ZESCBUMEER, 6 2T D EOEHEA 7 T Z Mo 7oA NP L
TEY, A, #£F%, EFENETNOFECLEMEH2 O VAT REE > TS, FFIZ APT
(Advanced Persistent Threat) K#[11i%, HEIZ, Z L CHICREIIMBE 21T 5 5 TRt
KOG E NIRRT =T ORAZHRM L CREBPIET 5 Z LIIARFREICR ) 20d 5.
DX ORI T BT L, MR TA T U Y v R E A L TR I 2 A IR
OREEMNRE LT 7o, BB %2 28T 2% <<, ICT-ISAC D /At%1E A= FireEye[2], Threat
Connect FEDORMEENA TV V2 ADEFEEDHTND. L, 17 VP2l
DAHFAITIENS>OHHHE DD, ATV V= ADFEAREA THARVDNRERETHD. FlZ
(X, 2015 F 6 13 A ARG 25217 T 125 b O AR Z IR 2 L8],
I L U CEBIRICFEBEO~ LT =TI L o THAEME LREITC R K%, 5 44 b
DAL DB 2 WEERAE UTcl4]. Z OB 5 ¢l EMDIVI[5] & FEIE 5 i R FRl ~
N =T AN LILTNED, ZO<ILT =7 OFESCKHILVEIESED A T U ¥ = AN YN
HHINTHORRICHEIIEA SN TOIUE, TR OO EORAITMA bh-EE 2 5.
FEHIZOL D RPUTEE R, ~ T =T ORISR R OB HSS, AShizA T V=
YARIENT H 2 L TH A NI Tt U CHRHIPIE A2 8L 5 B AR E > 27 & AED
(Autonomous Evolution of Defense) D#f7E%& D TE72[6][7]. ~ /Lo =7 OHizix, BHN
A B —Fy b EBEARENE N Z W 5 72018, RIS IER O — 2w U CBlGE R
(HTTP i#(E) #1792 bOWNFETD. D7, <0 =7 BT LIz RE Sz~
V=7 OWEREEDOEE HTTP ey (LIF, FuXxy) 077 v 7 U A M AT
GL3oL, EBE~EEE (THAEOIKT) BDRETLIARMELRSD. 20X D BRARHEIEM DS
WEEBIERE AV TR E2EBT 5L ZAHIC AED RO L S3H 5. 22T, <AL= T O
BIRNTCHAT SNToA VTV V2 U ANBHELNIARE YA MEHR (KA M (FQDN) KW
IP7RKLR) Z7L—UANELTEBL, 7747V ERY#YA h~T 7 EALLY E LT
LA, 7aX v TCBIRSREEERT S, 2k D, Bl FRIC K 23EENTH - 7=
ELTHAMIC R DB LXNER Y 78 AFFFAI LoD, YA U =T EOBBICL 27 78R %
W35 Z L a2RARDL. LL, &iIld DGA (Domain Generation Algorithm) & FEEINLD R £
AVERTNTY XABIZANT, Wi EFTZ2 RAAL U EART DO LH Y, TXTOH
Sk TOERET D Z EIFREEIC > TETWVD.

U A AR IT #s O asa MG ds K OV L B I BT 2 20 ok AL S B 1



1.2. TWRDOE

FROEF =2V T 47 UIT 2 SOREDR S 5.
FIRE 1 : BREED & 2 B BB RO AFEEEME

RO~V =T JRTEIL, BFa VT A _XFRENRELTVD V72 TF Y (LT =
TIRENZ =) (ST U FIANAY T MR VTRbhTWe, TUF AL NAY T b
FEEH DO~V T =TI L TUIAEDN TH L0, Rx ERETLHRMO~ LT =70, ERRYE
IR S mEE b Ik RE 2 F5 o~ L 7 = 7T L TR, N A RITO /LT = 7T
T IF AR BN ONT, BURTIEHa5E LEhTnn9l. 2o k9 e Rkiticisn T,
Wxr LBET DLV =T OFEBEZMHHAL, GEIEREZAFTLILENEEL > TETND.

%72, NIST (National Institute of Standards and Technology) %§17® Computer Security
Incident Handling Guide[10i2B W T, £ > ¥ T v MUBATA VT I V=V AEINETH Z
EOFEAEMMERIEO—E L L HITREN TV A, NVD (National Vulnerability Database) [11]
X JVN (Japan Vulnerability Notes) [12]% Cldt§iE{b S 7= &G HRAELS SN TR, 2h%E
B 72 T EE B AL L & LA AT LICHE A Thd (18], —F T, mFOBBIE R,
F9T70S, —a—2YA b, BEUSNS W oo ikicBnT, EEET—% & LTERESh
52 ENEL, ENOLOERPAHINTHOHMEN SN D E TOMIZIZZ A LT THFEEL,
17 AU EZET L5606 5(14]. 2070, BHOBEBRERIBIET H120%, T —4
Zo AT BT OMER D S

IRE 2 : SHLEAIC L 2B HE

WEBEIZA SN OWEZMHIT 5 7-0120%, BEBEROGICRYYEREZ B E L E
BEDHDH Web 1 & (LI, EHY A L) & SN ~OBELENT5 2 ENEHEETHD. Bk
PA FP~DWEEZIHTHHEOOEDIE, AT VUV X (TTv 7R NE) 205D
DORBHD. LhL, A7)z A2, ERYA AR TEHEEN TV DIHERH Y, KIZ
EBATICN TR IEEMEY A "R T T v 7 U A M TEENTWSHE, Y%A M7 7
BATET, EHHAFOHERNL - TLEY. EHBHAEFZMHTLIHELELT A7)V V=
AEHEANRERE L, FEEY A N2 AT TSI 2 HELEZ LN 508, Web 1 F O LW
IR RNBAELTLED.

1.3. PEEFEELRE

M 1LIZ LT, vy =T ORI ZINET L HEE LT, AU =7 Z Rk it B
FATLC, ZTOWRDIENZBUT 2B FIEDBMIE SN TS, FEEDO 7 V—T7Th, LHE
REZAWTRI~ VD =7 OFE 2 BERICRIAT 5, ~ AU =T B8 27 4 (M3AS:
Multi-modal Malware Analysis System) O#fZE% s T X 7-[15][16]. M3AS ZH\ 5 Z &iZ
XV, VU =T OFERNT AT O AL —Z OAME RIBIZHIR LR D, < /LT =7 O



FTaft o Z L AaEL 8D, — T, BRRITIZRWT, e TE# L <, SO
RREAEHI IR W 72 &, —HIIAFIEK DT b HD. vV =T OEPWRIEL TWnDH L)
HRbdH, N\FRIKRDEH 3 TEHTETHIR L, ST a2 L0 B b5 2 RTINS,

N =T PERIEL TS BKROUEDIZ, #f~L Y =7 OFERSH L. HifE~L T =7

i, BERmo~ vy =27 RO T 0 7T LERH L TWEY, ZEDEEIL TWEh 550
DZETHDL. ZOZ s, IR ERMO~N T =7 7 7 I VICHET D2 EnTcEiut
%@«%xkﬁéé@#%L%ﬁéﬂT%D,%W%Li5$@%ﬁﬂ1%&ﬁ@vw?:7%
HANE L, 2R Zm BT 252 R TE 2.

Obrst HATNIEFEESA Y ha U ERTHZ EI2L-T, 7rY, =a—A¥% A b, BIW
SNS THUE SN2 IWET —F OfEELEZRAAL TS, LnL, X2 U7 4 58T, Hiei
AU =T OHBRMIIEDO TR, « 73— RRX—LDMEFEIZEY, HLWEE CREGE) HEEh
%#m:k#%,%%%@ﬁ%@ﬁyhm?@xy%fyxﬂ@%fi@w

M2 2% L, < 0T, Hl A7 551, &5 % SOC (Security OperationCenter)
/ CSIRT(Computer Security Incident Response Team)(ZJ& 7 2 HFIE N, BELZA T v

MZFE TG L TE 2. & 2TANEEL, #%b, dufibd 594 A—K8BIZH L TE, 50

DHMEDANFICLDEF 2V T AW TIERAR D72, ZORWIZENTEF =2V T 1 %f
R OB I T T T2 R AN DD HIL TV 5.

ZD—>7 SOAR (Security Orchestration Automation and Response) T# %. SOAR (3,
BEOEX2 VT A G EZH DY AT ATHfG= » be—L L, FHNSHLFIRZ SR L Tk
<Z&T, HEMZRMAAEBT LV AT LOBKTHD. FEENICITT TICREDFELTE
Y, Splunk £ Phantom2X° Paloalto f1:> Demisto37¢ E23E4 THDH. LorL, Ziuh SOAR

LinlE, ¥R FIEZ Playbook & L THOLMNUDEEEL TEBILERHY, X =2V 7 43RS
KBV ATEHE L, ¥5E25E LA AEHERFORmEZEE LctX = U7 4 xPRIEATHhitTwn
A

W ES[18IE, MEEWNICHATDIFEIT 7 7 A NVEY > KRRy 7 ATHERITL, BYIEROFRIA &
72 DI DB S TR iUC, SRR RIS AR 9 @3 2 W 2 E AN T Y P U — 27 XA v
F @ ACL IZEMNT 5 Z & C, BYSEREZIHIT 25 > b U — 7 BRI o AT DA RE LT
W5, LinL, =0 =T BEIEMEROT-OIAT ) IERY A b~D@lEe, Yo ARy 7 R85
WCHALIZ OSSR, 77V r—a UiMT ) EROBER ENBAE LTZHEITE, o TRETL
TLED LW OE (st 238 ETS.

Flo, AU TIERE LY T4 7 2 M EDHMBY A S ~DOIFHIR 2 W& Bk 5 iy &
LT, £ %—Fv b~T 7 AT HEIZ CAPTCHA (Completely Automated Public Turing
test to tell Computers and Humans Apart) 48iF% Bk 2823 FET 5[19]. CAPTCHA

2 https!//www.splunk.com/en_us/software/splunk-security-orchestration-and-automation.html
3 https!//www.demisto.com/
4 http://www.captcha.net/
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\ZHEE 9 2 12 CAPTCHA #BREZ21T-> THh 0,
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AFHICTIE, FEAVRISCER S0 2 DR O BEMEICIE A, KRR B8 Lz BBl 2
TLAERETD. ZOD 12 TRELZ 2 SOMEICR L, T2 HEET5.

BRI 1

BRI D & 2 B BAFE RO NFRREETH D E VWO RIE LI LT, vy = 7T omE(b &
ABITEHROMELIC LY, BBEE I L 2ERERIECHHRERZ B9 5 72O A M & 722 588k

WAaeftTsZ L.
HRY2

M U7 S R a2 D TR 5 & 3655 | s
NOELIEENZ DD, AU TICEAWERE) 27 2BBT52 L.
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1.1 HESHALS 2T S O3

KL TRET 2 HERL Y AT LI, vy =7 OBWIFESTRIRC BB A R 2 D& RIS )
ZIET D (A1), AL THRONRRND, EBRELEE LICAELEFEE T 25 (B
2). LL2nb, BR1ZERTHICH~T, UTOMRERDS.



PR 1 VT = TRRAT O AL
FREH 2 ABH SN TV ARG RO E(L

2T 1 2T 272012, BEOMITRE CO~ LT = TN R 2 AT, fRfirci 4
DNy =7 ZRUT LBEO~YA Y =7 7 7 IV ICHET 2 0 EFEERET 555 10].

PR 2 AR D0, ARSI TWE X 2 U T ¢ OBBIFERCHETIERE S S EAA £
R - MEELL, A 07 U Vs U A E HEVCREELT D HIN 2 1223 5 [5E4K 4,5].

IO DOEMIZ K - TRIREED & 2 EBIEHREZAFTE L. LL, T OBEBERICITIE
By A MbEENDAREERH 0, ZOMWHHREZ O TEMEICRR GER) LTLEH & 1.2
THEE LM 2 B38AET 5. ZORDEN2 ZERT2I121E, UTORERDS.

A 3 R D721, Bk Liz= /by =7 O HERITIC K - THE S I B UG e AR T
O UNE LT BB OB UL 2 HEE T 2 Bl 242454 % (5845 1,111

AR 4 BT D721, BRIEROMELS EE & kAL U T2 BRODFEEE 7> & 5 R D ] I 45 2 IR E
THHEMARET HEFE I I8, FEHOTITHOENTWRWKRIO YA M &2~ T =7 )
FH LSBT ORMATEDL L OICT D7D, RUA MU A ME{EM U B#8xHlaif 2 8433
HIEE 2,3l £, FUA FU R FEMWEARTIE, RfRm e & bIcART A M) 2 b & LR
THERDDZ NG, RTA MR RS D &2 15T 2 [955 6l.
INLOREZMBLUT, 2—VFORBITEREL 5250 VAL FEZERT 5.

1.6. LEST

AEITIE, BETAABRNS AT LAOMESITER 1.1 ZHVTHRRS.

thEgktge L LC, FEhxtilE, CAPTCHA (2 X 5xf%[19]1E, o RAR v 7 AT ofE R4
W CIE G AT O HIR A 2R L7z B O o FIE[18] & 2 AW TARGRSCCTIRE T 5 A #hxt s 2
T LDFHE A IBRD.
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BEAEFik
REFIE SE CAPTCHA i Ji o [\18]
45 [19] REFIE
HBEwmo | O X O A
Bt NN = TENTO | AFICE DR | R E R EE | YRRy 7 AR
FERSCABEH T | IXRERI A SLE CAPTCHA |2 Xk | #r T b7
B oI B S PNEING (IS AT RE
JEELZ 5t s Pl RE
B~ | O © X A
B EBHBEER L | FELERICES | &B CAPTCHA | AT 5 R IEHY
To X X0 R | KKBROAERT | BHBT L& |4 MREFENLTY
B m/Mb 720, BHER® | 26, EBICE | 256 I CEEENRN
AT BT T5
Ky A4 b O X O X
~OMIE | ATA P YA NE | SR R 7 85T | SR
T L0 s wr CAPTCHA iz &
U syl

AR L DREFIEDL, <0 = TN O@EELRLRRY A S OFRIERINEIC LY, EHFoH

BATKIETE B TEITh 5. IR LI BRI, ~ A7 =7 OA v 2 —%y MEfsk
URL ([ZBF 2O EEN 2 TREMN H 50, BEEROBGREZHET DI LIk, Zhb
ERYA FaBRINT D Z L REL 0D

F7o, TEOREANE, REYVA b0t 27 BT 570, EB OB 250, L
Lo TV e, ZHICK L, #EFIRE, BEORGE & EBPEL EE L TG4
HEr L7z, AUA PR PERIENT D Z & TEB~OEBZME L72R bR ERT A F~D
T RAEZEW LI T L LN TELRTHRTHS.

FEHDRE LI AED 13X, RNEVA b0kt ) 27 EEB~OR BB DV AT LTH
%. L, BoltiE DGA ® X512, Wax LHTER AL EERTL200LHY, TTOR
THA P ETOEETD 2 LIFREEHC 2> TE TV D, ARXORETFET, ZORMBEE RS
HHDTHY, REAOYVA NEFIH LK BIZORIST DI ENAREE 72 5.
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(T U 7o B UG RO FERREE 24 9~ 2 Bl [5E0E 1,11c >\ Tk~ 5. 6 B CIXERIER 2 TG
M U7z A EhRHLEAF S 9Ol DWW Tl R 5. 7 #iX, AU A b U 2 R &{EH L7z B #hxHLaii[5E
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2. ERER EMRHAR

21 RENESR

K XL THWLHFEZ LI TICERT 5.
(7) ~ o =7 R OBHIfENT

YT = TNE, RERLKELZERT DOV ONLEEH LY 7 F T =7 Off
HTHDH. KRG TH O~/ 7 =7 121%, Portable Executable 72 K DFEIT7 7 A AR
Z, JavaScript 2 A7 V7 MEXbLEEND.

BT X~ L = 7 OB Z T T D EfO—FTh 5. —ICIE, YRRy Rk
PEZAL D EATERIE EC~ LD = 7 2 FEITL, MO T APL - SiAEXTL 7 7 ALV U A
MU« 2y FU—Z@(ER EOBR TERZER - 2T 5. BRI & I3, v D =
T % FATE TS AR D B & ST & FES.

VU = 7 8 L OBEEIEEAT O BARBIRLFEIC DU TUTIRE LI TR~ 5.

(1) B OFHAmFERE

2 2.1 TN Z T T 2 FHMIREE D KL & e DIRAITHNEZ R~ T, Bz, ~ Vv ov=T & T
U7 7 AAD (FHME=FME), EBRICvL Y =T o7 (EoRE=M) S5Hde, Tl
fEFIIERGME (TP True Positive) &FEXILD. RIS, THME=FE, HEORER={EMEOL
&, THIEERIZGEY: (FP: False Positive) &72%. £72, THfE=MTHH BEORER=
BatEE 7o iTatE D & &, FRIRRIZZENZIARRY: (FN: False Negative), Hfat: (TN:
True Negative) &IEIILS. FN, FPIZEN 4L TREAE L], [FRE] & HIFTNS.

=R ORE 2RI T O@m v R b d.

- [EfE=R(Accuracy)=(TP+TN)/(TP+FP+FN+TN)

- EMEZR(TPR: True Positive Rate)=TP/(TP+FN)

- Kign K LR (FNR: False Negative Rate)=FN/(TP+FN)
- # N (FPR: False Positive Rate)=FP/(FP+TN)

- FFHL#E(Recal)=TP/(TP+FN)

« 1A R (Precision)=TP/(TP+FP)

« F fi(F-Measure)=2Recall * Precision/(Recall+Precision)



# 2.1 RETS
HOMER=[5M | EoORsE =14

TRE=RAE | EEPE(TP) A5 (FP)
THE=1AM | (ARREFEN) EL[2PE(TN)

2.2. HEEWRE
2.2.1. IV T TR
(7) ~ o = T fRATER
T RAR Y 7 AR EZRH W~ LT = TEIREITICOWTIE, Z2< ORI TEY,
Anubis[20], Ether[21], CWSandbox[22], TTAnalyze[23], Panoramal24]%3&% 5. LH»
L, WFEO~Ly =7 EEEANEATEY, 295 LIEBEEITORE 25 L CZOEfEZ
1B 5 X5 72T FEHREZ A L TS b Db H 5. Dhilung H[25]1F, Anubis (% 84.78%,
Ether 1% 78.18% DfEHTBREMR MO~ /LT = TIZEBESNTLE I WV IHIREEZ L TN 5.
ZOXE DR D, PRI ESREZ BT 2 Z EREE L o TN D,
fRNTIG EMRE A [T 27 7o —F L LT, BROMITEBREEZHAET L2 ZLICksTv Ly
=7 OEERBUEROM LA XL bORBH L. K7 7 —F2#HH L TWLHFED 121,
BHD I N—T TR EZIT> T D M3AS 3 5. M3AS X, ~ /L7 =7 LM
MR CIATESE D 2 & CREAZBSY LY =7 2 6 HEIICHT L, TOXECEERES
HELTLAR—NT5. £, BEROBITEREZH WS H O & LTIE, BareCloud[25] $ %1
Hi15. BareCloud i3, MEDEL RMRHTERIE & IEEITIREE SIS T T2 BRE DM 5 & HE
L, &BRECHUREZEES SR, ZOFEMIC—EOENLLNIZGEITIE, MBS
RO~ LT 2T ThdE L THRIHTTS.

(1) vy = T HEEFUE

Ny = THETFIELL, BITRRB~V T =T IpEPEfEST 2 FHEOZ L THY, K&
< FRIUMEATIZ K D TFE L BEITIC L D2 FIED 2 O3 5. FRVITIC L 5 FED 1 DI,
PE-Miner[26]73% %. PE-Miner (%, PE ~> % ® n-gram ZFE&EIZ, RERZEOT LY
AL N THIT SRR~ VD = T INEPEET 5 FIETHD. £72, Kolter H[2711%, A
f 22— R® n-gram ZFEE L L, T4 —T XM XAV R— h_T Z—< > (SVM) %EiZ
Ko THHTH RN~ LD = 7 IEHEE L TV D. BIAEATIC £ 5 5121, Ahmed 5[28]
DHEDONBHSH. Ahmed HDOFEE, MHTxIS A2 BIRUAET L, API Monitor[29]% F|H L CH
15 L7z APT D51 B0 LA & BT, SR E T 1 T ) XL Ko TIRIT R~ v
V=T ENEHETDHLOTHS. £72, Tian 5[301%H, APIFEOMH LAIZ W=~/
= THEEFEZRELTND.

~ T = T HEE IS EHAIIRNT 2 O D56, BRa T ERRRE S I SN TV DA R H Y,



ZDOFTRTH[EME LN 2 FMET 5 2 L ITEEL <, WAMECH T 280 n3d 5. BlxiE,

YT =T RIRIZNy F TP ENTWDHEEITE, TRy 7280~y = 7 KIKZ
M 2MERHD. ZoyF o 710E, MAO Ny I—PFHITWL5E 607 <

<, TRy 23RS TERW. £z, BT 2 VD, ~ A0 =7 ORI EREEIC X
S TEDHENRE L 20> T2 5E1E, HMUICHE T VW dH 5.

(V) ~ Vo =7 3FEFE

YA =T HETFIELE, TREOS A =T 2O AT =T 77 I VBT O b
D, HHNIEPOREERET DAY 2T RLEERICIN—TNC 7 TAZ Y T 5HDT
0o, =NU = THEEFIE L RIS, HRIFITICE 2 b0 LEIRITICZ 2 b DD 2 DITK
BITED. FIFATIZ L D DI2iE, Iwamoto H[31]DOFENH %, Iwamoto HiE, API
BAAT 7T 7 DL % Dice fREIC L WEM L, BEMNY I 22 7Ty =7 Ofifd
TN—T w2 LTS, BIRENTIC L2 Fik L LTI, Christodorescu & [32] D FiE03 &
%. Christodorescu H1%, Y A7 Az —/LOMNRHLu 7O 0, K57 7 7 2ET
LHElbl, FI77OFUEEZREMNT A LICk- T, flifliv iy =T ZRIBLTWS. £
7=, Rafique 5[33]i%, http, smtp, udp, BIL P tep HEDEFEFR v b U — 7 EE O RHE A 2
Z, FNTRIGO~N T =T %~ N0 2T 77 I VT2 FIEEREL TN D.

LinL, w0 =T7HEETFIE LR, FRRITOLEIE, IWHMICHT 2, BRI O5E
%, FEDRBETICHEU R R TER VRS L E Vo TENH 5.

222. ATV VD ADIE

ATV ADEREY, BHATHDL —FHT, TOIARMPRRKREVWEWIFERHDL. Z0
R ZFRINTNC, BRA RIS TN S.

HAEET —F EELT D 2 LTk, el 5, H2WIESEAEIEHT S &
WHEFR—=2a DO , BECAY ba UEERT 25N H 5(341[85]. —FHT, XY
T4 BT, Bl AT 27 OHBLROMEIIMEO R R - a— FRX—ADMEFEIZLD, L
BB O(GRENGE) DAEFNT VW LD, MERIREEESCAH S R YDA T F U ANREG TR
AR

Fo, BHETFEOFEZHWT NER # 27 2 ZLicky, BARAZMEL, 17
VxR EREELT BA9E S & 5 [36](371(381[391[40]. A EHL L 1E, ML CHIA & T
H4 a0 AP L Vo R EERBORHFTH Y, T3 A ML SEAG R ZEH - it 5
Z &% NER EWES. ZOBABAEHELT, AT UV ANE~Ly = 74P/ v
A el ait L, M baX5 OB ROMEThHs. —HT, oD% I3#H
iV FEICELDEDTHY, REOTNATE (T /T —3afh) a— " Ax#HheE LT
AW Z LTI ERBEEZEBTS. LrL, X2 U7 4 0BE23X 00, AL UEAEOSE
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TIET /) T—a VERFI—SAPMFELTE LT, AT — X OB R E i e LT
SNTW541]. ZoEE, BREITTY / T—Ya v FEha— A2 METHILENH LN, 0
A RRPRENVZENA TV V2 AREELDOR bV x v 7 LTS, BURRICIE, 17
HADT )T —a AZET LRI, SR —ATHHPRETH 8 &, LAk TX
173 B2 24 % 9 2, BMARFEEICH LTS HICHRZ2ET 5 L0 ) ifsems420 b H 0,
SRDOHIT — 2 2 HET 5 2 LIRS T2, IBMALIIAGRBEICRT L, 8 DK & HHE L
TT )T —3ard5Z L2 ko TRRZR - T 5[43].
BHRPEDEWERZINET D Z L 2 IS, SNSMhERUZ DNy F U U —ZFER[28]0F
B - MEFIMEE RO 23R TV 28858 & 5 [441[45][46]. 26 oRF5EE, EHRMED
WEREMHATREE WO R THHATHH— 5T, HHRIHIZE E - T0EH0BRE.

2.2.3. WEBH 41 FOEREHTE

Web A~ OME 2R3 508981, LATO 3FHICKHITE 5.

(7) Web %A b ~DT 7 & ZRRERED
o (4711, BEFNO BN URL B &0 VHEE & Ffo 72 URL 2 K410 URL B2 DR L,
Bayesian sets & FHENDFELIERIRR T NI AL EHANWCTT T v 7 VA N E#ETHZ L
ZHIELZHDTHD. Michael 5[48]1%, URL XLFH|N_— R THRERIZ L - TEMEMEY
A F¥EEIT > TW5. Sujata 5[4911Z, URL OBNS T 4 v v YA G0 EHET
5HDTH%. Page Rank X° R A A NZT7 1w U TR OLFFINHBLL TW D0 E0 %
FEE L, v A7 4 v Z7EIRICE DV HEEZIT> T D, KHFEOFRE LT, Web ¥4
RAT 72 A LW, HBEPHIENRERR 2 LRKEE DT 7w A0 V%525 Z Lk
LW I KN OEND Z ERFT oD, —F T, XFHDOHREHNWDGE%IRT DT
DX, Web A MZT 7 ERALTHEREZEGET H2HEITHAL EBUSTE HIHFRICZIEY
WHY, FBEOH TIELNS HEANALND.

(1) FEEPES A S ~DT 7 & ZARMER D

PREDETORI501i%, R AA > OFFNIRBESEHRE O CTEENENESETHHOTH
Do BHIND RAAL UOBEITITIAN—Z MERH L Z LXK LT R AL VD RIRFF S =
NS, WREICIDEEGTH D iIREMENRE N ERR_R5NTEY, EERAA
VONBICEHET A Z ENFEIFESN TV A, Justin H[5111%, URL XFHIeA 2 MR A H
WEEEMEY A FOHERIZIZIRE L TRV, 74 v ZICEET S URLIE, %9 Tk
URL IZHERTURLBREWZ &, RAALUEANRENT L, BEXORAA COAFIRAEN
ZEERLTWS. TESBAOTIERL, 7747y Mirn=—K>y b TO URL OiKAl % ik
WL 57202, KEEM URL OFMEZENL, £ORWVIEICKET2 60 THDS. 20D
BMEEZ RN T 572012, SVM 2RI L, FEEIZI whois fF#° FQDN U5 0O R &
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BHALTWS. wEGB3NE, B A MBRBETL2IP T FLAT Ry 7 & RAL UBERIC
WLV A RZICERL, ﬁ%%ﬁ%ﬂ@ﬁﬁbf4/@%@kﬁULTV%%Q,—ﬁ%ﬂ
BNRAL U THDHELT, 7727 UANMLGBNMT A FIEEZREL TS,
EXPOSURE[54]i%, £IZ DNSE#HAZHWTRERTEMLE R AL U ZRDOT L0 THD.
D OWFFEIX, Web 77 & AN ARERBFIE L O HHEPIZFIH CTX BIEHRN Lo, FE
MBS EVMERI N R DD, —FOREE LTI, Web 77 B ARRER(TNTHAD &,
HERNC B3 D R 2N AR\ 2 & oKt 5: D Web A RS T 7 B AT 5 (DI~ D & B
TELHERICEY RH Y, BENLLIBMBROLND GANET LD,

(7) BYEY A b ~DT 72 ABRLER D

EvilSeed[89]i%, BEMOIEM Y1 MEREEIZ, 7 74T Min=—FKy "3FIAT %
REYRKE 7 = U 2k L, BV A FENET 260 TH L. BEROEEY A MU A M5
(Seed) IZL T, V7R DNSIERENELUL TWORX—U 2R T 27 =) 24T 5.
For ) &IIKE LIz _X—T OME % Oracle & FEEILD Google Safe Browsing 257 5
mHarR—y NEHAWTHEL, BB bOE, FEMREKZ = UIERD Seed
ET DT ETHRITENEY A NEKET LI ENAREE 2D, RO X 51T, FEERITEME
A b~T 7 EZATH O, HBHRHAZET D, 70 —F% 0 7 ~OXRPMETH HHED
AR HDHLO0, BEOHE TELTWDHE\ICH D

2.2.4, BEELLEBEHS X T L4

EHDT N—TPRE LT AED L%, A% URL ~O7 7 & A#li %, EHE~DOEEELZIZ
DOMRIIZAT D 2O DOHFMTTHDH. AED 1L, WERVEELZIEDDLDOTIERL, —B 7L —7¢d
DELTRETSH. 2L T, Zb—7e A NZT 7 BALIEE X, BIRRREETITS . AMIXT 72
T AR TRV & W L7235, XTFEHAIRY, BINERREEZ 7 U7 L TOMBICT 78 AT
XN, AU TIXLTER mféﬁmeﬁ%&J7f%@wt@ TR ARBIE KX
ILATRETH 5. 2B, T 7 & RENEMENG OB 2 /B4 57012, 2—FDERISE LT
TIRARFEORA )=y ay NMEEZRUGTOHEELET . @Lbumfm AED 05—
Mchs. £LT, @@@%%Ehmeﬁ%7)7btﬁu,ﬁéﬁ%%hk&@bfav~
YA REHBTRTA MY A MRV 53T 5. HESBNGEGEEZ 7 V) 7 TE R o156, BER
#4#%&@&Lfi?y7ﬁxbmﬁbﬁié 2D X DI, HEEEDBINGERRR R 2 HEHY
WO LTC, 778ARY UREHELL T ZENAED OF ORI TH 5.

AED ZH\WiUE, 77 v 7 VA M2 HRNCHEAES T E b HEITEHTIND -0, EBE~DER
e, ORI TE, EBHEZELTLIZEnNRRELD (K 2.1).
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S ERIERIR
VirusTotal
Fire EyeZs

REBIEHRIK &
N7 AHE RELHE
—

X 2.1 AED 04k

225. 75y )R bERLXL

~ VT = T OBIFNTHERFE O RMER /A TV Ve v A%, TaX U EOHAXMNKOT
Z w7 VA MIUEAT L FENMIH GBI L VIREINTNE. Fiz, BRI A F~DT
IR AEGESOL, BEMOEH YA b ~DT 7 ARIZIE CAPTCHA FBAFAEMET 5 Z &
TEH~ORBEEZRINT 5 FIENAELBTNCIRES TN S.

226. RTA4 M) X FEAWNERN

T AREEICHESS AT A MU R 2 AW TEALESC LY =7 2R D58 G i
HHENTWS., TES[581IE, HE THMA LTS FatRnGng 7 at AMERSHW L,
RERT v AR ET D TFEEREL TV D. Takemori 5 [59]1, =—V 0K Z2 BIEL TV
ROCRFEAICRAE LTZBEEZ R YA N A MRS A LT, Ry NE2RIT 5 FIEEREL
TW5b., EEOIN—TTh, HECHERK TITON k2 RO ARFIRE 2 04T L, BWRE DY
BRI A 77 7HEE L LT3 5 2 & TIERIEBI A k9 2 FIE AR E L T 5601

B R AT — 2 2 5 Mk 04585 i, Sliding Window % MW CTEMMIICE T L 2 B4
5 AR STV [61]. BEFIETH EMICHTE %2 %Ei¥ 2 5 C Sliding Window (Z
TWHEEZREHAL TV,

F AT, R R ONEH R 5, BT L BRI 2 B HEAT2Y, Adversarial
Machine Learning & L CH:H STV 5[62]. SHEIFICBT 5 ERBBETEIL, FHT—XI2K
BIEREZIBASEDLLOTHD.
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3. VI T7ETEEIL

3.1. EA

R AN—LBIZANOND VY =7 BEEL - BRI LTHY, TOBBUTFEA ML
TW5., vy TEMERIEL TWBREROOE DI, B~V Y =7 OFENRDHDH. ZDZ
EMD, TR EZBEMO~NA T =T 77 L VIO T 5 Z LIk o C, BRI L D T
IAERHHE~ LY =7 ZFANSEN L, iR Esm BT 2 eI TEL. £, o7
7IVIZHBIRNZ ERHUE, HE~YAT = TIIHEO~ LT =7 LT TE, RO
BIRELHIT 5 EOHM AT Z LB AREL 8 D.

KETIL, LREMEITRE COMMTREREZ RIS L Y 2T 258 L, NFTOMITE2MMBhT %+
HEERET D, FTEL, RITRER COMEDOE N AP 2 — LS54 HME L L, REYH
W& o T S 2RO~ LT =7 77 L VICHHET 5.

3.2. YNNI I F7HEFE

~ VT =T OETFECE, BORITICE 2 O EBRITIC L2 b 0ORH 50, ThENIC
PRPEICRIT D - ATICER M A BT 2, MBHTREIC L > TUE~w LT = 7 OARKROEENFEL L
BOWEEND D L VS ICENR D D, BT OB LR T 5 1 207 7Fe—F L LT, #HHK
FEHEOMMTEREZHET S 2L T, w7 =7 OARBEORBATRENZ LT 5 &9 HiERH
5. RETIE, BEBIREICBT A2~V Y 27 OBBPENT L AR— N 2IEA LI~y =7 0%
FIEICOWTHHTT 5.

321 T T REFEOME

~T =T ETED, HEITREICBT 5T =T OfT L AR — 2L, AU =
TESETLLDTH L. BEFEOEEBEZN 3. 1LITRL, FMRERICOVWTLUF TR,

/. N/ N o)
B’k NI T RABERBRLKR— MMad P 7

BRI AR /\\
R fEITIRER T O
J EBOER .
4y 4Ese
&' SIERLA __r
B HEOBED

ki I—'?j'j]—\—l
- | J 1
kAPlﬂ:FUHjL,?J ) \& & %

=

\ AN

X 3.1 <~y =T HFREOERG
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(7) ~ v = 7 BhHIfENT

FRNTRI R DO~ NVT =7 22T, BT 21T o 7-%, TOrL R — N2+ 5. 72
B, ANRO X ST, REFIEIIZFEMITERE BT AT LR — 205 LTt & o~ v
VT RTINS, SRR L TERSND Z L EHRE T 5.

(1) B REMEFRBL L AR — F Rl

SRR EE O M ST LR — D 5 B, fe bR R OEMEDTEH L7 b O 24l
M35, 2L, ERLEENREER LW Z L, T ROAKROMEEZ R HHEL TS
128, RN ROBEY R GCANTHLEBZALNDTEDTHS.

() Frigdh
<NV =T OfFT LR =, BIOYMH U7 KREMERBL L R — b DA L, (=)
D=V =T BHEMRICHEATE HIICT 5.

(=) 3%

RSN R EZ LS, TR e L, ZOMREHNITS.

(T DO~ = TR AV D ZREARNTERBEIZIL, FHH DO 7 V— 703 F% L7 M3AS © &
5 B OSFEEMTREAFIAT A DL L, AU ~(T)NcHNWT, LR Tl T 5.

3.22. XRRKLKR— DO

FRNT R G DA OME % ATRE/R IR W $2 2 7212, SFEfENTERSE CEIMES ¥ 7= ¢, HbENE
DIRBLLIZVAR— Nt T 5. vV o7 2507 07 7 AOEEICIEL, API OO LY
DT EMD, 2L OEMEEZRTIRIRIE, £ 5 TRORIKIZEAST APL OMOH LENRZ W EE X
LD, ZOTD, KT LA— 16, kb%< O APLI Z MO L7z O & i REMERBL L AR
—hE&LTHIHT 5.

3.2.3. #EE
AT, BEFIECBNC, vV Y = 7 2587 272 ORI AT 2 FEEIZOW TRETT 5.
(7) API FEOVH L&

Ak & B0, ~ Vo7 Z2Eic7 07T AOEEICIE, API2MESY. o7, API DM
BUEECHHBIEFE RN~V Y = THEORREZR L TCND EEXLNDS. B, 2 TR ZXD
2, API OFFONM LA E~ LD =7 OHEE « HFUTFIAT 280132 <, AFIEICBN TS,
B35, £72, & APL 1L, NFOMHHEN T2 =—7 72 API IRoeB o7 FL T, RBLLTZW
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APLIZHIIST 5 1 DOEHRZ TN 1 THOEHEIZETO THS 1-hot X7 L (1-of- K27 |
L) ELTCERERET .

(1) fEMTERBEM COZEE D 2 5

FRMTERBERRNIL D~ VT = 71%, BE OBEIERENRITEREE Th 5 &Il L2 %a, Bl 213,
BEOT oADK TRE, BOXEE)LIXRLIEELIT Y. SHEMITREICENT, 20X
DI = T A EMES SRS, MENTBREER T, BEOXRE) LRI E R EINRET D T RENEN
bbH., ZOBRERZDZLICKY, MBTRERIAO~ LY =7 2R TE 5. FEERIC,
Lindorfer ©[63]i%, BI{ERERM COZEIO ZRNRERMMUO~v Ly = TRHICERRZ L %
FAEL TWD . ZOMTREM TOREOAERN, ~ vy =T OB HET 25D TR
MEFEZ, BMEL L TRALE. B SEEF 3.1 IRT.

£ 3.1 fRATEREIM TOZEBOERITE H LR R

BEREES R il
1 RSN 7 7 A VD FER 0-1
2 tep WD AR 0-1
3 udp HIE S DA 0-1
4 http 1B1E 55 D4R 0-1
5 https 1#15 5C D A 0-1
6 irc WL DA 0-1
7 dns U 7 =2 hDFEHE 0-1
8 Z W L7- hosts DFER 0-1
9 EeE L7z mutex DFEH 0-1
10 | #EL7ZLY A Y DR 0-1
11 user-Agent D75 0-1
12 | API MOV LD 725 0-1
13 | et RxEDER 0-1

IRBIE, 77 A NVERRAI L OMBER L, <A =T OBIEL LCTHNES IS &
U, BE L7z, 7230, 0% 1~11 OfE, ARTERELS & ORFITLK— b A 2% NR BA7ET 5 5
a, LTFoxX 3.1 THHTS.

dif(A1, Az, -, Axg) = 1 - 1220420 NAng| &t 3.1)

|AjUALU..UANR]
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X 3.1 1%, T LA — MNEOIBEZ 2ER CTHI S 2 & TEHIH SN AT LA — N ORER
EE1IDPLERERTLZEICk-T, ML A— MEOERZEH LTS, £z, RITEREM
TOFEBOERNPRKEVIZLE 11T, /hEWIEE0ICESL.

T/, @ 12, 13 OfEIFLLFONX 3.2 THET 5.

. _ 1 _ min(AyAy..ANR) \
dif(A1, A2, -+, Axr) = 1 Moy A Ang) (=3.2)

X 3.2 1%, BHABROEMITLR— MIBIF AR/ AR R TEI S Z L CE SN DRI
LAR— NEOELEEZ 1 20 ETAZ L2k -oT, LR A— FMNEUOERZEH L TV A.
F7z, N1 EFEERIC, ITERIEM COFEBHOEZBRNREIVIEE 112, /hEWEE 0 12iES<.

(7) FENTERBEM C DB D 25

YA =T ZEOREERZ D72, FEBEORELFHEE L L THIAT 5. FIATS
R EO—EE2E 3.2 [TRT. o, ZNLORMEIL, Rafique HIB3lOFEESHIL, ~
N =T ICBNGLEMEZIEEL TV D.

* 3.2 FEEMEOAMEIZEH LR gE

BGIES R i
1 H & OHIERA 1 0/1
2 HE D= v —F 0/1
3 7o A~Da—RKf V=l v a U HE 0/1
4 H & O H Bk Eh i s i 0/1
5 FATAIRE 7 7 A IV DAERH 1 0/1
6 A — )L DEEH 0/1
7 tep 1B DA M 0/1
8 udp H{E D f 0/1
9 http 185 O A 0/1
10 | https 1#{5 DA 0/1
11 | irc {5 DA 0/1
12 hosts 7 7 A LV DE Xz A5 0/1

3.2.4. H4E

Eik LB A N T AT = T AT 5. API OO LIEFICIE, Yr 258280
KRS S TR Y, FRIIZEE LS ERMAT 20088 L. £ 2T, APTIFOM LS
1T, BRHIF—2 L LCRIIL, OB, ROIF — 2 % @k B O mrRe 2R e 8 F ik

17



D 1>To&% RNN (Recurrent Neural Network) ZF|H3 5. API MO LA KERSIT — 4
ELTHIHT 2 Z Enh, FEE, FERFIOL D (APTFEN LA LIERERIID G D (fif#fT
REM COEBOAERE, FFEEFEOFE) ICKHITE 5. EFEIBWT, AU =T %258
TAHOICHAT ARy hT—27 %K 32171, LAECHHTS.

i Input (Malware Analysis Report) ]
Non time series data g "V Time series data
: Ful ly-Connected Layer 1 j [ Embedding Layer ]
: ReLU :
[ Dropout ]

. [ Bidirectional LSTM Layer ]

Ful ly-Connected Layer 2

RelU
Dropout [ Max Pooling Layer
Concatenation

Ful ly-Connected Layer 3

Softmax

.

Output (Class Label)

32 Xy FU—7 O

FERINOT— X THDH API MFOVH LANZBI LTIk, %7, 1-hot X7 h/L'% Embedding & T
SEEBICT 5. ZD1%, Bidirectional LSTM (Long Short-Term Memory) J&~43HFEIC L
7= API IFOMH L OR5I7 — % 4% A4 5. LSTMI64llZ, RNN O—FETh 0, HAHZ: RNN
Y0 L EHORIENTRE/RTIETH D, £7-, Bidirectional RNN[65]1%, JEARZ2)IEA & o RNN
(2 £ o RNN 201z, WEOHNZHELIZbDTHY, JHMEDHOHE LY bIERENRR
WE IR TnaI66l. $2ETETIHE, Bidirectional LSTM & L, LSTM % i 518D THIH L T
W5, D%, KEZICEIT 5 Bidirectional LSTM D4 H ) (G&%1) % max pooling L T\ 5.
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%% max pooling 1%, 7F A MHETELHWSOND FETH Y67, RIITORFTHIZ2 R
NDREEZFFO L D125 TE72BEIZ, max pooling IZX - T, FOEZREH T L}iﬂﬂ%
THILWTEL. APLRINEHNTED API NSO~ AT = 7 &3 T 2K % A7 1%, HEEH
MHTXANESETDHH AL TWA EE X, max pooling ZHH L7-.

IR DT —2121E, BfEEEE2EER ROy NV —2 2R+ 5. £z, £h
ZHUZHBWT, EHEEEI%IZ X ReLU (Rectified Linear Unit) [68]&FIH L, 5= % i3 2%
72 @ Dropout &% FIH T 5.

IR OWERY - JERERFIT —H % Concatenation J& THEA L, HA&MIIC Softmax BEEKIC
TN %S, Softmax BAEOH 1L, &7 7 A~DHEMEEL > TWnD. DFED, ﬁﬂﬁﬁ%
DINY =T BREFEOS AT =27 77 IV OWNTIUTEW AR E LT T 5.

3.25 HiFSNSHHE
BRTFET, EROFEICE ST, ETH - BRI BRE IR A~ /LY = 7 OBIIfENT
VR—FEIERA LI~V 2 7 52 ERT L. £77, 2K TUTORENRYFHFTE 5.

(oS DA~ /17 = 7 ORRAT AL
WA G BERID~ L 2 7 e B S U & 5 R D = 7 Clohu, ATFIE
EoT, MEEMOMTLILNRTED. ZAITKY, AFTOFEMARMHNT OB O
(LT 5.

GhE 2D~ LD = 7 O

FEMT RGO~ LT = 7 ThiuE, KRFEETIE, BEHO LD~ LY = 7T H O T,
ZAUCE S THRETIZRWDNE NS ZERHEETED. ZDEIIL, AFEIZL-T, KVER
BT T R&E PR~ LY = 7 2425 2 E RS 5.

3.3. Y
331l T4ty k

#Hili <X, FFRIDataset2016[69]1%FIH L7z, W7 —%t v M, v v =T 3RIFFEAME
KU —27va v (MWS) IZBW TSN TWAISEHT —4% >y Fd 1 >THY, Cuckoo
sandbox[70]& FWWo~ /vy =7 8,243 MIKOMNTFER T 5. [FT7T —# &y M, [F—HE
% Windows 10, Windows 8.1 ZALZIL TN L7-AERNINER SN TWD Z & D, ZFEENTER
FCoOMTRERE LTRITE 2 & B2 FIH L.

7z, B BT A BROFEEN 7~ & LTI, Cuckoo sandbox (2 & - THEEH#E(L S 7= ESET-
NOD32 Dfkn4s & iz, ZaUd, BERILVORE O 4 ~Off O 28 iR D 22 > 7o 728D
Thn. 7B, 7—4ty hO 5 b, ESETNOD32 25 L7 DIZOWTOAFH L TEY,
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FOET 6,513, 2=— 27T ~LHIL 315 TH 5.

3.3.2. FHMiIER

B U7z 2 DORAERGET 272012, LLFOFHBZ1T 5 .

G DHfE~ Vw7 = 7 O FERE

Gt 28~ v o = 7 Ol ARt

FATLHT 2ty ML, 2=—272T7~ UL 315D 55, 2HEU EOBEKEREEND LD
M 134, 1HBIKLOEENR2NLON 181 H 5. 2T, ETIERTE D 134 2V THERE L
FHlS S, £0%, 1 BRIKL AW ARWS O EZFHUR R~ LT =7 & L THE~ /LY =7 Off
HRTBENE 2 BEm 35 .

FHIZ AW Ry NI —7 DT A—F %K 3.3 1TRT.

# 3.3 FHlICHWER Y RT—=T DNRT A—H

JE T AT A X HAHA X Ba%L
Fully-Connected 1 25 25 ReLLU
Fully-Connected 2 25 25 ReLLU
Embedding 294% R FR 128* R 51 &
Bidirectional LSTM | 128*%5K*2 | 128* R4l F*2
Max pooling 128%RFIE*2 | 128*2
Concatenation 25+256 281
Fully-Connected 3 281 134 Softmax

SR AN T — 2t v MTIE, 294 B APT A& £ T2 Lvh, Embedding B~
DASNE 294 WIEIT, SYRSEOBERM~ VY =T 13 134 R TH D 2 L 2 bHAIIE 134 Yot
S TW5hH. 2D & x, optimizer (2 AdaGrad[71], Dropout J&I(Z31F75 K v 77 7 k=2 50%,
TR Y ZHIZ 50 ZHVTWD., I ="y FH¥ A X2E, 32 %FHL, AR THD APL O
LBIE S FUBEF 2720510, ST 4V T EFAL, EXaH—LTW5. $77, %7 5 A45H
Th oz, HEBRBIZL, ZETy brE—2 M0 Tng. 51, BEEME 072012, early
stopping ZFIH LCW5. 72, FHEEREL, £ 3410587 LB TH5.
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# 3.4 FHmEREE

HH Ay g
CpPU Intel Core 17-6700
GPU GeForce GTX 1080
AEY 8,192 MB
0S Ubuntu 16.04 LTS

333 BWREIILIITONERE

AFHECiX. ESET-NOD32 [ZBW TR U T~ bk a7 7 A ETE 5
PBGEELTZ. 7=y PRI 2 RIKU EEEND 134 FEOMIKD 5 5, T F LI 8 Elz 3
W —24, 2 BT —% & L. b & By, MK T A~FIRT DR ML 2L
mh, HADI L, BROBEEROREN\NT T AL EMT 7 AN LTEEIC, DBEICES LIS L
T, W7 — 2 20 LEBOEMREENT 5. =Ry 7 5O ERROHERZX 3.3 1277
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accuracy
A

0.4 1
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val_acc
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X 3.3 TRy 7 HOIEMEBEOHR
AT — 2ot T oEE ALY, FHMET =X I T 5EAEF TRL WD, 2B, early
stopping (Z L > T, =R v 7% 31 O R THFENTHU LN TWD, F7z, T —ZITx7

HMERENX, TR 75 28 OW T, 1IEfERNEK 64.80% L 7p o> T\ 5. IEfERK] 64.80% & V9
1L, BEFEWIGRICLE R D EEORMMNH 5. B 21X, Rafique 53311k, 20 7 7 2 U 6,000 #&
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EEBEHOT NN ALZANWTHELTEY, WITFnoT7 /13U XAZBWTHH 85%LL Ed
FEfERTHEL TS, T—Xty o7 7 S VENRRD 720, BRI TE R0 HE 00,
EfERIZHE DREFR L 7> TN D,

3.3.4. FIFETILD T 7 DHMHAIEEE

AFHIECTIE, IBRTFECBWT, T — X ICEEN 2 VWRMOMREZFTHEO~L T =7 Th
HELTHRIBCEDAMHEELT. Fifi~ Ly =7 1E, BER~/L Y =7 OWT U b aE I
TEMD, %77 I U NIRRT AMENEEM LY = TR TS OO TN &V 9 G
ZNLTC, HEREOEWZL > THf~ /LY = 7 O 2R A 7. ARG ZRGET <<, GHI 1) T
FKLIET VL, BB~ =7 OF7 =%ty e LTH UL GHEE DTHWEFMHOT —#
Z, Fifi~ L =7 OF—H v b & LT, FFRIDataset 2016 (Z 1 K721 & £ 5 181 fifd
OEEBEAL, &7 7 IV ~PTET R4 Lz, 2ok, Az EEi+s LTco/s A4 X
EMEIT 5720, B~y =T OF—% %y b UTHWEFHAT — 2 2i%, GHl DIk
TELLpHETEZLOOREFIA L.

FROERIZE > THAINTZED S B, HbHEEOENT 7 I OMFEL 10%HEA T,
B~ LT =T - B~V 2T ENENE T ey b LTeafiEM 3.4 1R
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K [%)

20
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o 1L b Il Il Il Il ul =0 &

miE mEE
3.4 FEZEDEELEWT 7 3 U OMERSA
X 8.4 75405 K912, BRI~V = 7 OMEZRIT, 90~100%DEFH R S & <, 60~T70%,
70~80%DJEIZHE < (FNENEIERD 60.19%, 6.04%, 5.92%). Z UKL, HifE~/1 v = 7%

20~30%DHEIF N B = <, 30~40%, 40~50%DIEIZF S (FNENDED 25.41%, 16.57%,
14.36%). Z DX 91T, FE~/ T = TIZEAHERENMRN DI L, BRI~V D = 7 OfERIX
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O DR T T

34. BE

(7) b BB

FENTIEERERED 1 21T, ~ v = T MR TIThbn s 2 L 2RI L, (ABBREE T
FIEZITORNbDORH D, 2O XD RfRITIERREZ b OMIKL, (ERE & YHERE TO
EOERZRLZLICE ST, T2 ENAMHMETH L. —FH T, MBIV =T —% &
v N OfENTEREEIEL, OS 13%7¢% (Windows 10, Windows 8.1) O ®D, & HIZHBRE ThH
L. T, Eilo X O RN EKEEZ b oMK, BARSEMEZRS T, FHEEO 1
E L THWITREER CTOEWRH £ 0 HFICTHF L L TRV EZE 2 55 . FFRI Dataset %
RAWTZFZBRIZ L » T, B FEOHH M AZ ML CE 1272, 5%(1%, M3AS e E&FIH L,
AR - WPEREEDIRIEZ e, KV HEEOREEICHIT DERE COMTHRERZHWT, KM
7R A E T 5.

(1) 7~ 505k

FRIZHAN T =2 DTV E LTH—DOT VT UL NVAY T N TORMAZFIA L. %
7o, ZL DFATHRIZBNT S FNNAHFIZFEROT 7r—Fn e bnTingd. — 5T, H—
DT FIANAY T FTORMAE TG E, XU ZONRALT ZARNRAL I 52 LR
4 0% ground truth & —EHLARWEAERH D Z ENMOEITHFRICE > THEMBINLTWD
[721[73][74]. & DRIEAZ#EF L, ground truth 72 7~V %t 5925, BHEOT o F U
ANVAY T N TOMEFERZMAE DD FENHO LI TWS[75][76][77]. g 72315 - 3
iD72IZ, FBROFEZTD AfL, FIEE - #HE7— 2126 L CTE 0 @RBER T T %217
IZENEFLNEBZLND.

(7) B KEEL R — b OfhH

IO L APT i b 20 b O & i GEIME L 72 fi#tr LR — R & LTI L, 2238 - 3 ICH]
ML, —FHT, MITREZMRET 5 & MR APTFFOM L A# 0 R4 X 9 2R sR 58 &
MEEEBIF(ET D, ZD X I REE, MO L APLEIFZ < 220, HOEMELIZMIT LR — b &
LT%&éﬂé%@@ FENT DT DIZAR DB & e b B S It L AR — &l L7z
EVIBHICITR - TELT, WUIRSHENTERVENAH L. 20 L) RBROMIER L
Lf,%zi,vw?:7%bwé@_ﬂ%éméAHKﬁk%wié%,%5@m&wAH
IINEWEREZEIVIEY, fiFEZLVEHLTERHELAPI A2 U 8952 L%ERE 2
biLd.

23



() rv U —7 BE

BERA|T — X 285 b D& LT, Bidirectional LSTM % v 72728, LSTM % ZE:CHIH T
HZEITEST, L0 REMMNFHEAZET Stacked LSTM X° CNN (Convolutional Neural
Network) Z{EH L, 5D % 27 T LSTM L 0 &g E % H L T\ 5 QRNN (Quasi-Recurrent
Neural Networks) [78]H &V, T HEED ALD Z LI K o CTIEMRICEEEN RO D A
b D, £, FERRIMMOR Y hT—ZIZEALTYH, Ry MU — I EESCKFE/ T A —
ZaPHIHLTHELIZEAHY, ZhOZWEHL T ZE TRV IEEREZ M ETE 56
HERH 5.

() BEFILEOEH
REFELZERATLE, BREOT 07 I 5%, BB~ AT =7 OnThicbaEsnd, &
v/l = T HIH O LR B FREMRDH 5. 2Dz, BETa /I nbt<v T =T 2455
THRELMAGDYE, vy =T EHE SN ODORERETFIECEAT D Lo 2@
MEFELNWEEZOND.

() HEHL S 2T 4 L il
ETEEANDZEICEY, T LT~ =T BRBEHO~ LY = 7720 h, FfEo~ L
U= T IRONEWT S Z ERFREE 0D, EFIEICL VLN, BifE, WEOE®R A
THZ LWLk, AERHLY 2T AORER ERRIRCE S, BRI, FilEvAL T =T
CHIB E NG BITIE, UV = T OB OEREN W EHIWT 5. £, BEICH
FAHBT D558, 4% LIRS BT 2 o REMENE W20, BIIHEHR D DIZHIER L2
KOICGEAT I LR ENREILNS.

35 F¥&H

ARETIE, ~ Vo= THITOBENL - 282 BIZ, 1ERTIECBT 2rRE i~y
=T BEELZ2WIGANRH D LV I BREEET 572012, ZMMITREICS TS~ LT 2T O
BIOMRNTAE R &2 W TR R L. KRR, Mrxgo~Ly = 7 2803 2870
N =T 77 IVIIHETHALOTHY, ZUCED, fifiviy =T ORFICEFO LY
27 77 IVIZHEINRWHEO~ LY = TG HTE S 2 8, BN 2@ LT-fiF
W RROMRNHFTE D, e, Tu b A 7EFEL, FHHFERICE - T, 8,243 RIKD
ST = TIRITRE R 2 134 FHDO 7 7 SV I TE L 2 L, BERO~ /LY =7 %K 64.80% D
EfRR OB TEX D L MR L=, F£7-, S~V T =T 77 U ~TBTAMEEFIHT5 -
LIZEoT, FE~L Y =T 2N TEHEL 2 LR TE
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4. BEITERDINE

4.1. BA
ARIETIE, EARHGEH (Named Entity Recognition: NER) ZHWiektx=2UT7 44TV

Vo U ADEIE L TERIRET D, ATED, ;@%%%7/1/'717%@&9 Wz, 417 1)y
AL LU TEHEHBTAREIBERRAZHL - &b+ L1 , OMTORhRILEIL Y . ZORE, %
FEOFMTHERICEHT5HZ & T, X%D%@%Jébé’i’?fﬂﬁﬁﬁ“

42. ATV o RIEELDERE

N - mEALT HBEBITERE L, WUNTHLT 572012, BXa U7 o EHEEZH S SOC
X CSIRT Ti¥, MagsthiEeh, HEO REIERIGEHR, BLOEEOA 2 — 21 (Indicator
of Compromise: I0C) #4795, SOC/CSIRT Tix, KRELLLUTFTOXIRFIETA LTIV
T U ABEA LTEEBMTbs (K 4.1) .

el - - - — — — — e mm— - — \ T
I
[
I = BL
S e | B
) SRR — m
. I/ B i FUS TS \ (%) EHRER |
(7) RN | | e 1 « FW/J2'0%>0
* | =1 | BLE#R = =
=o . JyFER
RS | | . gEmsts

_______ - (1) URSELTTHERD

1oFUS IO AL - #BE&(E /

4.1 A7 VY= AT % SOC/CSIRT 5Ok

{ ~ \ """ . CISOADIRE
g6 B
l 1YFUSTYR >

(7) TEHIEE
PAN—EX2 )T (T DEREINBKEENOIET S, ZOFRIZIE, HilziL, &
P URL, #oMesstE, BLOWITL TV AHEBEOIFRN G END.

() INELTEROA TV V= Al - fEE(L

WERLERZOML, EX2UT7 4007V 020 RELTEEDDELBIT, HFIH -
SRR CRAFT 5.
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(7) 1505 A

() TULEE - HEEL LTeA T U P = A% 4 SOC/CSIRT ¥BICIEAT 5. &z, =
P URL VA REFIH LI 7 AT U —b s X DT T w7 ) R FEHCHMIITERG R %
FIH LTz FiH, BLROHE N ROFENRBZT OGNS, ZHUTEY, BHEEOEE
(2B T B MEFFHE~D G RHEAT L T DB~ D BRI SN AREL 72 5.

e SOC/CSIRT T, b —#HOIEEIE, TOEIBAFICELDIb0E 5D TEY, ¥
BNFLDOR MRy 7 Lo Tz, RIS, (DA TEFERNELEZDA T ) Vv
24k - X, NVD 28\ T 75,000 % 2 2 HEgatE s Shcunwa kB, 44 60,000 %
25X a VT 4 7B ERNAR SN TS E3IBIRICB N TIE, KR aARERSTND.

ATV YV CAREICET 2EIL, LTD225THD.

GRED A>TV YV  ABEIIBIT A2 A RBRRKEN

REESCA Y b UICB LT, MIIER T A M, MR A T AR N3, B
FEICELTOHEMT — XY ORE A FRKRE .

R 2) REGEZ KL LCLE D alieERH 5

FEECA Y PrPICB L TIE, FRNCER L TR WRIMGEILRE T2 Z L sk, Bk
FENCE LT, #HEiT — X ICRWHEETH->TH, SUIREREN D RAGELZEHRT L b
RETHD. oL, REGEORHEMEL, BT — X2 BT 5 BEAREOBIMEE IR X
KHEDLZENRENTVDH[79]. AFREIX, RAGESHEET L EX2 VT 4 0BT, TOEE
NEETHDHEFAD.

43. ATV ABELEFEDORE
431 ATV U ABELEFEOEH

ECHRARTREEZ R T D720 DL LT, LITD 2 00FEIT o5,

(#f4 1) NER 0% & Z DFgD = 2 ]

ATV P ADREE - LA ERT D012, BEFEFEICB W TR AEN R ST
W5 NER #5795, 727701, #E. 4o hadicksd7 e —F T, ZRENOYSIER
AARNERATFURAARXRD, BElid Y R EOT e —F T, BT -2 OMEa A
FRRENEWIFRELRDHD GRE D). A>TV V= U A0 a A ORI AL S RBFRIZEB
T, ZOFEIIHT-DH NER TH 2 X M&Mfil9 5 Z ENEffL LTHET LS.

(B 2) RAFED LK & LRI

W& A el a7 e —F, BRFEICLL2T7T 7 e —FONTIIZBWTHRAGED
PORHRE EE S IR N E WS BRER B S GRE 2). ZOEIE, FRlcex =2 U T 4 B ToER
ERREL, RAGEORE L LREMEIT 22 ENE L LTETOND.
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4.3.2. FEtAE

(Eff 1) 2WET2512H720, NER #HWVWTA U7 U V= v AEE - G (b EHL L,
SOC/CSIRT ¥#BIZ813564 T V= V AREEL IS 5. £z, HEX—ADT Fu—FT
1%, G 2) THHET TODRAGFESORIGHREHE LW, WMTFEICL LT T e —F 5285,
Z OB, B TEIC DT e —FIIBT L BT - OME A A FBRREWVE WD BEIT,
Bt 0 FEIC L DEARBEERETNERAT L2 IR VEMT 5. BEEbHV FEHOET
VT, AT —2 Db —8OT —RORT ) T—varEELi- LT, 7/ T7—vay
ENTVRNLDLEORIKREHMT —% L LCRIATS. Zhcky, 2ToHMT—2IcT
)T = a Y ISERBEIHVET ALV ST T ara A NI TTE 5. BERBIZRIA
THETIIZONWTL, 44 HiTHERT D, £70, A>TV Uz RAEHEE - Bl LT 22Hh7
D, NER TE I WV o - BARHEMHTRENZENTHILERHDH. ZHUZONTH 44 HiT
Bk 5.

(BE 2) ORMFED YL LRIHNL, NERICBWT, RAFENLIE L S DBEO S
FIZEB L, REGEOFRMEDNH DFEEHB/T O FIEICL > TR T 5. AFEL, RIGELIT
CHE LT, AKTHIUIMOENPDOBEFRERIE LTTNfHTFENIEREXThHoICLEDLLT,
NER CIIAFEE SN 0E2RET200THS. AL SnEAREZMET 572012, %
FEOSMAERAEZFIAT S, NERICEDEARBOALE L LEIZX 4.2 12RT.

J-)Z An Analysis of the Petya Ransomware Outbreak - %
NER
FRISA) _
X rEm ) | SR (aR) —
An 0 (0.99) Product (0.01) (0]
analysis 0 (0.99) Product (0.01) 0
e of 0 (0.99) Product (0.01) (¢}
e the 0 (0.99) Product (0.01) 0
B-Malware_Name
Petya EkL 0 (0.50) (0.40) B-Malware_Name
Ransomware B-Mal(vsla;(;;Type 0 (0.03) B-Malware_Type

X 4.2 NER (Z X2 RHFED DK LG

NER CiE, FENE I VSR TED TV OBEAERINEZRENT S, 2O, @F Thi
T b RO B VMERRFREO 7 L LTRSS, 2F 0, RRSNIEICE, FH—E
N TEDEARIETHRN] LWV TUBRFEIR TS, ZobE, BIZEFRETRNY
DI, TEDEFRETHRN] LD T LD RMAHHERN IS <, BARBIZY 9 2381,
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[F] 7~V DGMATHER N IANR L 72 5. 72, 8 FEME LTEDO T LREND T ERL.
i, 2L OG- RRAFIEARBLUNOEOEIEGN L, WMEDT —X 1D EDFEDEH
EHG DR WRAGREC B O/ 72 0 GEIC L CiE, BEARBELTEWNE WS L%
THZETIEMENREHSRVRT NI L, BIUGEDOHEHREZIRS &2 ORI ZRFFED 6, 1EfE
DZ B B & L TERALT W LICEKRT S, Zb0BEEFM L, F—wEafin [H
ARILTRY (0)] LW T8 M OSSR PEEL Y bEWnb ORI L, 5
“EMEEARBOMEERSH S L LT, BT 5.

ARFEOBAR 2 2#) 2 X 4.2 TRUEHERD NER THIUZREL Tz [Petyal Z#HW
Tt 5. MR TiE, B 10 (BARBLTIEARV) ), B M2 [Malware_Name (IE
k7 ~1) ] ERENTWD. FH—En TEARBETIIRY) 28, BIXOMMORIZEAERBE TIX
IRVGED S AT, ZOSRMHERP BN SN2 LD, [Petya) 1%, BEARIL OB
ELTREIND. AFEICLY, EERAORE L LEEZIHT 5.

4.33. I HEERR

BEAFHFE, STIXI[80], BLOEZHE~OL TV I E2IIZ, AT V) Vx U AEHRT &
WAL NI BLED D, £ 4AVIORTEARBEZEH Lz, 28, £ 4.1 THRIFZEARBIL,
CVE FHEXNy v affiD X 92, 74—~y FREE-TEY, EHEH BT L%
ITRVBDIZKBITE S, METFIETIE, EHERBCHETX2 L0 ERES L, £
)TV d%A NER T 5.
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# 4.1 T 2EAERBO—E

[ A7 2 5L FEUS IERLFRH
Alert_ID 77— kORI O
Attack_Method WEEFIL
Attacker W - JRT N —T 4,
Campaign_Name WBOF v o ~—4
CVE_ID CVE &=
File Hash Ny Vol
File_Name 77 AN
Ip_v4/Ip_v6 ipv4/ipv6 7 K LA
Mail_Address A—)LT KL A
Malware Name IV T4
Malware_Type ~ VT =7 OFE

Mitigation_Word
MS_ID

Mitigation D7z D7E
MS #¥~7'n 27 Z 40 ID

Organization_Name | fik D4

Port ANl

Product U, AT A
Reference URL, FQDN

Region - Hiulsi 4

Segment ERIX Sy

Site_Type HEME Web A s OMEE
Time IRffH] « BP0

Version N— g U4
Vulnerability g5

X OO0 X X X O X O X (O X X X O0O0O0O0O0O0O0O X x x

434. 1 TF) O U ABELFEEDEKE
TRETIRARTE A F NS A TV Pz v AR L TFIEO SRS AR 4.31057 .
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) RAEEIE XX

AYTUIIVA
(K7/)7-23Y)

AYTFUIIVAR
(FIF—23vi%)

(T ~
M N A5 A= J-1 1 L.
\ ———————

X 4.3 A TV Yz AEELFIEO SRS

(7) 1 Hu
SMEBEEBE 3 ABE L T BB B aeo Mess i a2 INEE 35 .

(1) miTALEL
IAE L72EHickt L, /A ADFpESS NER TR TE 2 ~D L L o 7= iLEE 4 Fita
+5.

(7) [ R

WA LR D EARB AT 5. O, filLizlsy, ERKRBITHHTEs
DIZEHKRE T, 9 TRWVWHOIXNER THitiT 5.

Tz, PHEMHY O NER ETAVEBETL-0O0HAT 2055, 77— hSnk-#
R — 20X, MiEfbEniz (7 /77— haShi) A7V V2 RERISETHD. £ZT, A
FCTT /7= b LT =X, 427 )Yz AEELTIEIC L > TEE LS A
YTV e A FRRRICEEN T — 42 L LRI 5.
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() RENFERTS
(INZBNT, BEAERRE L TREINRD ST bONG, RAGED RN H 5 b D % il
5.

) T ~DfEr
CIFETONMB T u—THE SN ATV Yz 2% SOC/CSIRT OS5 IZHER L, 4
HriZiE A3 %.

4.4, RBEAK
4.4.1. TEHRINE

AT P x AELFIE T O S E LCiE, US-CERTIS1], ICS-CERTI82]% 1L Lo &
THAHHESCE X2V 7 4 7 7831k > T Web A FTABESNTWA LD AT
LTW5%. H%® SOC/CSIRT #5120 B IFHINE TIE, RIEIER & BHH S - gl ok
WOBERETS. RSS THUE SN TV D% Web ~— PO EHEHRZFIH L CHHLONE # 2 I
HL-.

4.4.2. AIALEER

AT VY AEELTIE TR D Web ~X— U TOABIFBHRICIE, AXLSNDO~E « Ty
AENNZ, AXOFICE html # 750 ) 4 ANEEND. £, Ay T U— %, #%EOD
NER IZBWT /A XL B ERPEENTND. £IT, TNHD /) A RERET L7012,
TRLOATELZ FhiT 5.

(7)) Aschhit

Web X—TYONEEZT XA MEL, "y X LT v X EROBR LIk, 107V Vx>
AL TR VEDARLE S T 5 E LB, NER T/ A XE7425 html ¥ V&2 RETD.

() C/HFEE
XLZEDRINTANY KV EAERR TS, £, HREALTT AT 217 5.
Z 2T, O)THH LA 2L T LITnEI L BT, ZRENHFEZ LITHET 5.

(7) EHUL

LIV ERIERICE D NER ~OBEEEZ MG 5720, ERLZITH. BTOXTF
BANCFIHE— LIz BT, FEOBES®RERY M AT IV 7L R LGE~ERT D Lo~ {b&fT
o7z, ¥£7-, URLIL, HIREREAHBICKETEDLHD0D, TORLOEERMERIKRILT ~ LG
WFG LA, 22T, 2 URLICKH L, URL ZEKT %4 7 ~DEMhEZIT-1-.
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(=) 2 by 7 U— RgE
ARy T U= REE, mERRRTEGFHO X 512, < OXTEBEE CHELT 572012, 791
fEIZFE L7RWGEO Z L Th D, #2RTIETIE, Natural Language Toolkit[84] TiEF S
TWAHHFEDA by 7T — K 179 [HEBRE L7,

4.4.3. EHRBEZH

CETOME CHARSENUEICE LB L o lma— 322 L, NER #%Ejid 5. EH
i‘%fﬁf“?ﬁﬂﬁdﬁfﬁ%foﬁ CVE F 508l v 2 B2 IERRBLTHIE Lcik, £l oEAFRE
ZHFEfH Y o NER £7 /ML o> THINT 5. BEMICIE, Ma 5853 48% L TV 5 CFD
Convolutional Neural Network (CNN) (L 2 RE L HEEOHOIAALKRRZFEE L7~ 2 L
% N 71 & L, Bi-directional Long Short-Term Memory (Bi-LSTM) J&, f&E, B IV
Conditional Random Field (CRF) EIZ L > TNER #4175 ET /L EHWS (X 44) . KET
/W, NER % 27 (28T state-of-the-art Z#k L TH Y, FFEDOET /VEE < OWFETHN
ERTWDI86IZ L, ATV V= ZAEFIEICB W THERM L. O, CFRE
EHFEMDIARKIZT /T —varyrEnTniana— AL fNnTEE T LT, T /75—
TaraX MEH LoD, BEARBORMEREN EAXD.

unTr:gi\?v% tjv%rd O H O H O H (6] H B-Malware_Name H B-Malware_Type |

(0] H (0] H B-Malware_Type |

[/
Concat [/
[/

Backnerd  [Lstm LSTM LSTM |<\—| LSTM |<\—| LSTM

Forward
o [ Lstm LSTM LSTM

Char
Representation

+ + +
Word
Embedding
An of

Analysis

M 4.4 NEREF1L0O4kEMa 5[85]]

4.4.4. RINGERT
RAEGH T%?%Té?‘:&bﬂ, ETl~7o LY, EARIGES R D R HERE SR,
BAEM D 7 LDy O 0% MO SR HERSEEL Lo b D2 imG T 5. REFIECE
WTiE, CRFEJEDREREZITHY, REFENG1EZHET 58 % NER £ 7 /L OfkbmIZiBMNT %
BTHERHALEL (K 4.4) .



445 FHENDRT

I ENTERACHNCS Z 70T SN LECHIEN SN IHRERZR T 5. AFEICE- T,
ICS-CERT (2 X % Petya @ Alert[871i2(A) % 717 & B b & it L 7= HEim o —H 2K 4.5
W29, (A)TIE, £0% 715 ICS-CERT (Organization_Name) (25> CTRITESNIZT W
L =7 (Malware_Type) @ Petya (Malware_Name) ([ZB9 25 LA — FThD I & MNHEET
5. ZOXIL, ZTFTENTLFEICL VO Z2RT 22 L RHIFFCE D, £, HiE
fbSNTeA T VY = v A WAL T 5 Z i S S.

Alert_ID  Mail_Address |[NiGiVarelNGmEl Malware_Type MS_ID v —
Time Organization_Name [l  Mitigation_Word 18 R uﬂ_"_ o Variant (Update C) | ICS-CERT®
Port T e e
BB@ Valware Variant (Update C) | ICS-CERT 8]
## SUMMARY ) )
This updated alert is a follow-up to the updated alert itled ICS- o ) EE?:::Z;:: E]"’
ALERT-17-181-01B B8l Malware Variant that was published Uf]|1l. . S
Uuly'5, 2017, on the NCCIC/ICS-CERT web site. o *NOLTCCustomerServicetha, dhs, gov®
US-CERT released the following documents that contain in- Malware Name:
depth technical analysis on the [BBHji malware, as well as 0: "WannaCry”
indicators of compromise and additional recommendations for 1: “hystya”
mitigation. These documents are available via the following links: . _Peteurap
. 3: Petya
[Alert (TA17-181A) BElji@ Ransomware] (iR A AT . "NotPatya”
cert.gov/ncas/alerts/TA17-181A|] "GoldenEye”
[Malware Initial Findings Report (MIFR) - 10130295.pdf] Malware Type:
https://www.us-cert.gov/sites/default/files/publications/MIFR 0: "self-propagating”
10130295.pdi)] 1: :'ansonnaré:
N - = S - N, — >3 N
(AR T[T ENT-E BEEtLIN/T=A TV TR

X 4.5 #HRETFEOHT

4.5. §Hi

45.1. FHEIEE & FHEBIREE

FHmEE X, ITFD35THD.
(7) A RBLORMNEE
AT )V x s AMEECTIER, Ma 5850 FiEE _X—2F 1L LTNER # %L,
ZAUTINZ THFEDO SR 2 W CRAGEZ G LR E oM 2K b0 TH D, £
T, BETENEOBREEAEBRZBHECE200OBELZBEAE, HHE, BIXOFHEC
Lo THREET 5. ZOF, XN—AT7A VFELA LTI Vx U AEELTEE T 5.

(1) R & Lol

RRTFEL, BBEMORMIHERZHND Z 212X, 1Eko NER TIlERELE LTV
BARBOMNZMNS. 22T, KRFEEICZELST, 7EKkD NER THIULAE L LTV [EA
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KH e EOREIHTE 20MREET 5.

(7) JLERRREH]

RFEL, HxOPWEE TOFEMHZHE L TWD 720, AR A2 OFPEANICINE - T
WHRERD D, 72k, KFEOME L LTIE, BHREFHHROETTNOFTEEZOET NV E
FIA LI FIxd 5 NER 3D 5. £ 2T, AFECBITHET VOFFEERR & 1 7RFEIC
%35 NER ORI 2 HE L, EAIZH 2 9 5 2RGE L7z,

7B, S HMEHOT =42ty FELTUL, ATV V2 ADVEDTHDH ICS-CERT @ Alert
WX LT, HEEOITNV—TNIOB2 2LV T /T —varLliza—s_x (123 iF, 4,779 30)
ZRIAL. £/, Z0H5H 201147 H 13 HS 2013410 A 29 HETO 83 itH (&0
9 70%) AR, DARED 40 FEEF (K9 30%) ZRHHAOT—x2 L LCRIA L. £, KT/
T—a VIR T — 4% & L TIX US-CERT ® Alert179 it & ICS-CERT @ Adversary950 it
FHOAR 129 FE2MA L. AT A—=H L, TV LY —F THRREL, LFERIAOK
T E 25, SUTHROIAREFBOWTE % 100, LSTM OWRIc% 100 I E L. £, F
BRI O B RBEUEM 2 T 220G 0O E L LT 0.20 ZHWe. 7ok, FMBiREEIL, #®
4.2 R TIEY THD.

#£ 4.2 FHEEREE

HH Ay g
CpPU Intel Core 17-7700K 4.20GHz
GPU GeForce GTX 1080
AEY 64GB
0S Ubuntu 16.04.3 LTS

45.2. FHEFER

(7) [EAFRHR OGS E

FR DT —2 & v MTHT B _R— 25 4 U FE, BEFEFNENOEA R OREE %
= 4.3 127”7
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#£ 4.3 [FEARBLORHIEE

precision | recall | F-measure
R—2AF A 0.75 0.74 0.73
RETIE 0.77 0.80 0.78

WTNOFIEIZEBNTY, BEFENR—RATA VOFEL Rl TN Z b, £07%E
53 T H RAGERAF O DGR E M RIZHE# L 720 r 5.

F7-, 7%ty MBI o 7= [Attacker] & [Campaign_Name] %FR< 10 D
FEARBUCONT, REFIEICLIEARIT L OBHENELE 4.412, BEFTHIZH 4.6
(R

#* 4.4 FEAERBLZ L OIS E

precision | recall | F-measure
Attack Method 0.30 0.26 0.28
Malware Name 1.00 0.57 0.72
Malware_Type 1.00 0.88 0.93
Mitigation_Word 0.71 0.85 0.78
Organization_Name 0.92 0.92 0.92
Product 0.67| 0.66 0.66
Region 0.67 0.53 0.59
Segment 0.70 | 0.83 0.76
Site_Type 1.00 1.00 1.00
Vulnerability 0.63 0.62 0.62
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Attack_Method - 28 0 0 0 0 2 0 1 0 6 1 by

Malware Name- 0 21 0 0 0 o o0 o 0o o0 16 500
Malware_Type - 0 0 9 0 0 0 0 0 0 0 1
400
Mitigation_Word - 0 0 0 89 0 3 0 0 0 0 13
£ Organizaton_Name- © 0 0 0 4 0 0 0 0 60
>
=] - 300
©
g Product- © 0 0 2 12 0 4 0 1 144
[
G
Region - 0 0 0 0 0 0 14 0 0 0 10 _200
Segment - 0 0 0 0 0 4 0 186 0 1 24
- 100

Ste_Type- 0O 0 0 0 0 0 0 0 6 0 0

Vulnerabilty - 5 0 0 0 1 8 0 0 0 230 89
| i | -0

|
& > e . & ©

«*Q &0‘ $’b® Q‘O&Q Q@q‘o 6\0 &\Qo Q’ @ ‘\6
, *

Predicted label

4.6 FEARILT L DORFETTS

# 4.4 LK 4.6 05, TAttack_Method), Malware_Name], 35O [Region] 72MtioD[H
ARBUCHARTHBLREL, BBELR->TWDZERATEND. 2L, 7/ 7—v s
YEREANT — 2B 5 Zh b OEARBO HBE ML TO RN Z LK O—>T
bDHEMREIND., AFRIEAL UL, 5%V KB RT 22y FEHWTHEL, JGE
DR OIDDRAET 5.

(1) "% & Lol

EClAR7ZEBY, A D EA RBEM A T D 0 S OB E LT 0.20 2
Tz. DEV, FHAEHO TSR TWTHOBEFERELTH AR 2308 B O SRR
0.20 LLEDOHEIT, RESNIEARBLE UCH iz, fMGEL7-E 25, Eik
DI éfiiéuw®$5ﬂﬁt CEARBLE LTHIHEN, 2055 95 R EICHEA
R THLHFEZ o712, 72k, T—X &y MIZ, F BN EMOBARIIL 203 @5
NCWz., T72bb, BEEEZR12% (13/108) 122D, ERTIETITRE E ST
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FEARBRO I D, HEHNIERTHo 72 b DO %K 47% (98/203) HiH T 72, Z OfEE
N 4.3 1R Lietgem EicEFGLTWa. LED X HIT, BEBFIEICL- T, EBERHD
B L LAMBIREZR 2 L AR T& 7=,

(7)) AWLFREEE
1,000 =R v 7 Effi L7-BoFE AR 4.7 177, 2O, 1 =Ry 712548, &8

TH) 15 R 2 2 L 7-.

1.2

0.8

loss

0.6

0.4

0.2

0 200 400 600 800 1000

epoch

B 4.7 FE R
0.06
0.05

0.04

loss

0.03
0.02

0.01

10 60 110 160 210 260

epoch

X 4.8 FHiFR (10~300 =K v 7)
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¥ 4.812, 10~300 =& v 7 KEOF iz =3, X 4.8 75, 120 =K v 7 (T T¥H
PIZIEEWNR L TWAB Z ER N5, ZO7=®, Early Stopping ZF|H L, ZORETFEE %
b5z Licky, FSEOBELZHEE LSO, L8HHEE CET NVHPE 2R TE D,
Fiz, PO 40 FEFICxHT S NER ICIE, K6.37THEE L. Z0Z nb, 1iFF
L, #1016 THDH. KIT, 1 BIZ 2,000 5 F0tX2Y T r7 s (f5H 60,000 %
25X a VT 4 7T RREIN TSR NS, 1 HE 30 B L LTRE) 20y
5&LTH, #3185 (K5.37%) TREFAETHD.

PbXv, £F %R0 1.8 K, NERIC1REFFHMN0.16 7, BESHhD 1 O
HE 2,000 XL THKB.30E, EMOHPENTHL LEFEZ 5.

46, EE
(7) EEHFHIC X 2 @A RO
T A=~y EREE S TWAHEARBE, EHRIUCL VT 5. ERERBUC K 2
I, 1EIE 100%DREETZ 7= b DD, %OMORRHEN AL, FlziE, 1.1.1.10 X5 7%
V7RI =2T ONR—a N IPva 7 FLAE LTI SN DBIRN Aoz, il
I t=i=, ERNZERIML—VEAERT 5D, AT TEETHEOTIECL Y, *HSAIEET
bho s ns. £/, URL ##iH L72EE, I0C & L TRt & T\ 5 EME URL 207>
NULENAF LTS Web =T ~D V) v 7 ThHhEERERTITHETE 20, Zh
[ZOWTIE, ATA R U A MCEM URL HEFEOEARLETHD.

(1) L Lic@EARBA LT 2B OBIE

FIfEIZ 0.20 Z W TRl 217V, NER OYERER LICH 545 2 L 2R L. KREMER, E
AT LIEY, EARHAL L TRETI0EDLOHEPE LS 25729, recall MK
T oRDVIC, precision 23[A] B9 5. REKSKFIEZEHN T LERICIE, EHLDOEZ ER
THMICE > THIEZHEST 20N EE LV EHRIND.

(77) JLERIER

RETFIEICBT 5 E 7 AV EYE<° NER OLBIL, A0 HRERLTHE DL ONARC
Wit %, F—rty NI LT, EAOHBANTHS Z L amw Lizn, EHomtr—4
FUTHAHM L TV EBbh a7z, ZORTHERMNCIA D 20, LY KBERT—4 %
v MEAWTAEBRIEL TV L,
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47. &

KETIE, REGEZEELENERICEDA TV Y= A EFIEICOW TR, 7
BT, N—AT7A4 2L LT, XFOCNNIC LD EHEHBEOMDAALRIRE A LI
7 MvE AN E L, Bi-LSTM &, #&E, B3LOCRF EIZL > TNER #2175 €7 V&AW
HZEIEY, ATV RE LTERTARNESEARBALME TS, Z0OF, CRF/ET
BH LB ORMAMAHERICERTHZLICEY, ¥X2 YT ¢ 455 CIIFHCEE 2 RAFEIC
KT RBLREZMEIL, FEFEEOR E2M5. ZALDOFIEILY, A 0TIV A0
REEL - i L2 BB L, T ORR(LEIN .

ST, BETFEOTO NIATEEEL, R—2A54( L OFELD & EEE CEARBR
R CEL L LR FIETITRBL T RIGEEZRHE TETCNWD I 2R LEE. &6
2, EFLOBEFEERR 1 RFIHT 5 NER ICET A 23 L, EERICLMZ S %
ZEERLE.
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5. ZRUEDHETE

5.1. A

MY N ~OBEEIHT D HIEL, AT IV A (797 IV ANE) 2H0DH0
NHDH. LhL, ATV P AIBBEREEN TV DHERD Y, RICEBEITICNE
RIEENES A RN T T 7 VA NMIBESTEHEENTWD L, MY A MIT 7 A TES, ¥
PREDOHER Lo TLE S EBHELIHT L2 HEL LT, A7)V UV AEFHANTHKEL,
FEEMS A NENFTHINT D2 HIELEZONDD, Web A FORBEEE WO BIO TR RRAET
TLEY. TIT, AETIIEBEEZ M- Web A MEIBEOHEE FIEZIRET 5.

52. Web ¥4 FMEBEHE AT LOREE

Web 1 MEBEHEE > AT MMILLT O 2 SO DR S LD .

(77) SELE EA A
AT, RBEOEMEREE IV ER e BUST 5. BRI, HEESS Web 1 K
® URL - _X—2 & L TOMBO Y —NIZiVE b 2170y, WHOIS {5, DNS {F#, Alexa
Zrr, BXOHWHERZIEGT 5.
£, ERSGLEERIE, T—2 =2 (LI, DB) IZRET LI EI2LD, LIESMNT
T RARUICBRT L. 2o, FL FAA T2 2B BLEDOT 78 ATiX, DB
ZZM LU OMBIEREBIS T2 2 LIk, MY 7B 22D 2 &I X DR O &Rk
R —FRZETICHT 57 7 B AWE 2 TE 5.

(A ) FENEBEHE e He A

AT, BIRTFEIC Lo T 7 B RAROEMELZHET S, 7T v 7 U A MEEMEYA b
D, FIARIARNERMEY A FOFAIT—2 L LTHEEL, #EET VEMET D, R
& LTI URL XA D UG C & 2 HHICIN 2 T, SMEBIESREUSHE 2 VO TS L7
ZRHT 2. 7ok, SFEET, RMYA N EEMEY A FORITEWE L THARTWVRICE
HLTEHLTEY, &#MEE, 0~1 oMICESEL THIMAT 2. BERMICIE, fMi% 0,
RKEAZ 1 L L, TOMAHAIRLST 5. £72, #iBd URL CFHI0 X 912 ERO R
HICEL TIE, FFEE(ERF R CTORKIED 112725 K 9 ICIESMEETT . FEE—EIZ oW
T, i e IR 5.1 1R L, TR T 5.
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# 5.1 BHETEERITIIUT A HE R L ik

HeEess | A7 3V | W% | FFEE fiE
1 | URL XF4IE 0-
2 | RAAL UXTFIE 0-
3 | NALFINE 0-
4 | URL CFHNCE ENDETF O 0-
5 | RAA UFINCE ENDEFDOE 0-
6 | NALTFINZE ENDEF O 0-
7T | NAXFINCEEND F—7 KK 0-
URL 8 | MAXFINEEND Y F—2 2%k 0-
1 p— 9 | FAAL UFHNTAARICK T HEEEHFFEOR S OFIE | 0-1
10 | FQDN ¥ =1%¥ 0-1
11 | FQDN 23" % G ge > 0/1
12 | FQDN »"-“%&te i 0/1
13 | URL 2L+ T 2 &k s 0/1
14 | URL 2L+ T 2 02 & 0/1
15 | URL SCF503exe” & B Lo D A3 /) 0/1
16 | URL XF5 23 php” & & e i /s 0/1
17 | FAALUDIP T RUADEDN 0/1
18 | RAA UREHIR (%) 0-10
19 | RAA UMWE (F18Ek or BHA) 0/1
5 WHOIS | 20 | FAA WGk D DEE 0-
g 21 | FAA U BEERRER (0-23) 0/1
22 | RAA BEEER (HAKARetH) 0/1
23 | LVRALT (BULUANTOS L, BET—XOEIE) | 0-1
24 | AL =a— ¥ 0-
25 | AAAA L o— R 0-
26 | CNAME L =1— ¥ 0-
DNS 27 | MX L =2— ¥ 0-
28 | NS L =— ¥k 0-
15 N
5 29 |PTR L =i— ¥4 0-
30 | TXT L =— ¥ 0-
31 | Win| EDERE ATV D NED 0/1
32 | 24T 47 TTL (SOA L =1— K® minimum {H) 0-
Alexa 33 | Alexa 77 Gh&E%Z7 > 7) 0-
T | 34 |Alexa 77 DES (T IV RABT VU -iMERZ V) | O
PSR | 35 (IP 7 RLRIZxeTHED O B, BT —20%EIA) | 0-1
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URL 30740 Cl%, #ME URL L, EPEURL X0 b, #HETH 5H[50][47][48] (GEF 1~
11), FFEDOLT « JRET O HBUERE 3 E 0 [501[48][49] (BF 12~16), BILURA A v L
T THZRW4T7]48] GEBFE 17) LW S B ZETe /- O ICREZRE L. i, BF
11 OV =5 % b 1x, EEOEMEEZNDIIED 1 >THY, EEOBEMEIEMEVIEE 012,
FEWIZE 1IES3L. Zokd, FQDN 27 /L7 7 Xy hRojis 1 XTI EDER LR
L, VofERHT 28Ik, ZOEMEEZD Z LN TED.

WHOIS 1§58 TlE, HRBICHMAENE AL AIFENETTH Y, EHFEHENEVNEENH
% [51][88][891[52] (i 18~20), BEEEDBEHMEE 2 A NOBEROBHAR THO A R &4
Hil 272012, FEOTHESINLIGERHH[8][8] (EBF 21, 22), BIY, WEEN KA
A ERGTHBO LY A TR 235 5 [511[88]1[901[63] &\ 5 A 2 fHTe 7= D12, FF
e GEF 23) Z®ELL.

DNS{EH TIE, &ML 2— K (BF 24~31) [z, BV A hox AT ¢ 7 TTLI3HE
VMETANZ & 2 [91][54] & v 2 R A fETe 71T, FEEE (B% 32) Z®E L.

Tz, BV A ML, 77 BAEDBERYA FRODBRNEWVWSIIRED T, 77 BAET
X ThDH Alexa 77 (@ 33, 34) AL, 612 HBIFIHEND AL~
IFEEDOEITR > TV D & OWE[49]10 5, 18 35 Zi#M L7,

T oY TR L o THEEOREER A A GDE DL Z LI o T, I ERESIA A BT S
ZEDPHLNTWADT®D, ZZE TR TEAEEL F O TH-DOHERICFIAT LD
TIEeL, 3-o0HERmAEAE L, HiEss 1 TURL T4, #iEs 2 T WHOIS H#, Bk
OMfEES: 3 TEOMOEHR (DNS 1E#, HPREHR, IO Alexa 7 7) ZFIALT, &4
ERROMEFEZED Z LI L DT 7214 NOBBEZHET S, SHERICEG X HHE
FTNE, FERECHETT — 2 OGFRBE LR L TBE, ToNBEEOHERH TOEL
ERUL LIEEZFIAT 5. BlZIE, RISROBETT — % ZHEERR 15 90%, HEER 2 2% 85%,
HETERR 3 28 TE% DFSFE CHETE 2GS, TOWRIE, 90:85:75 TH VY, ZDOLEOHFH
LIZ2 D XD EHIET 2. 2% 0, ZhEnoHEsRIcxt LT, 0.36, 0.34, 0.30 DEALZ L
25.

Fio, AHEEIL, 8 Web A hOBEEE 0 (BERFY) ~100 (EMHEEFD) O#EEHET
BT 5. ZOBE, %5 Web A MBSEMENGE N ESET HMIMEZED TR X, ERENK
ARG DG G ILRAE, BB L OSG 1 3EE & 5.

5.3. FT{l3EER
53.1. £

REFEE, FRL72EY, B E K> THA NOBBELHET D5, Oy DFEE
I3 7 1 77 U Th % scikit-learn [92] % L7=. F7-, WHOIS, DNS, Alexa 7>
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7, BLXOHIBLE® & o 72 S ANV ® o IS 1E, £ £ Python-whois[93],
dnspython[94], Alexa API[95], X O® GeolP[96]% F|H L7=.

532. T—%tvt

BV A bV TrE LT, =72 Web 74 L7 F U TH25H DMOZ[ITI I HINE L7-Y
A MR, BEMEY A FoY 7L E LT hpHosts[98], spamhaus[99], Malware Domain List[100],
BEOW agusel101IHINE L7z MEEEZFIF L7, Z OB, BYESEMEY A MERENZEN
50,000 f£4°>, &5t 100,000 4z 7 > & MIBAGF LTz, 2 b OfF#A LIBEORHMIZ A9 5.

5.3.3. FHMiIER
A E L, T O@EY THS.
(7)) B HE T R P
Web ¥ NMEBEEHEEMKREIX, BROHEREZFIN LT, 727 v REYA M OFEE % H
ET D, BT —ZENT — 2 2 AT ZOMERE ZHREET 5.
(1) KLEEPERE
B ERETE (2 DR S EHE N ORGET 5. 70k, WMERMEGEIE, R 5.2 ITRTEREE
THIE LTz,

# 5.2 FHEEREE

HH Ay
CPU IIntel Core i7-2600 (4 =27, 8 AL v R)
AEY | 2,048MB
(ON] Ubuntu 14.04 LTS

5.3.4. FHE#ER

(7) B HEE R

AR T, 5.8.2 THTUUE L= BMEH > 7L 50,000 4 & 42 7L 50,000 4% v
T, BEFEOGREHRTHEEZRIET 5. £, URL XFHOL%EHWZEA, WHOIS
HHO B E WG, 3L ODNS fili+Alexa 7 v 7+ E®REZ W 560 3 X% —
IZBWT, FE7LTY X5 (B SVM, uP 27 4 v 7 ElE, REKR, KiTEE, 04
AT F VAN, 3@=a—FLxvh, BLOTH¥T7—2 L) ZzHOTEHMOZE/RLZ. £0
%, 2IEHREZELOTIOOHERICHHA LZBA LK I~ TRbEEETH =T
T XADH D EMBE DTG ORETIE CHUBRMEZ{To72. &7 43U XA T, *F
% Web A hOBBEE 0 (BRMEEHFD) ~100 CGEMEED) OEFHE CHIHT 223, Z D,
VA NEMEY A N OSEBEICIE, 50 2 Wz (BN 50 KiO%4 « Bk L H
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Wr, BEEN 50 LA LA - EME LD . ek, BETIEICBWT, SHEROERIC
X, M7 —%%y MIXIT 28 HEERO EMEOLFELZFMA L. 510, BEFEICHALT
X, BMEZ EOMEICRETIVUIEWD, FP, FN, BIOEMEOBSNLFHME L. 72k,
IO OFMICIE, 10-0HIASEMEEAE Fv .

HRB— IR DB BEHEREORER AR 5.3 1077

£ 5.3 KF—UNIBT D EBEHEEREORERR (%)

URL WHOIS DNS TR | R_REFIE

#IZ SVM 66.11 81.72 74.32 86.72
BYAT 4 v Al 66.11 81.73 74.38 86.76
REAR 68.81 82.06 84.30 88.67
K ik 67.75 80.75 88.79 83.80
TUHENT F LA D 68.92 83.07 85.53 91.26
=a—JFxy k 67.07 82.27 80.00 88.72
T HT—A h 67.17 81.98 81.17 89.64

I e R L 68.92 83.07 88.79 91.26 92.74

# 53705, URL X580 %4, WHOIS [EHO A AW HEILT VA LT+ LA L,
DNS fEi#+Alexa 7 > 7 +HIERFH 2 AV 723541 K EHEN TN 68.92%, 83.07%,
FO8. 1%L IFMETH L Z LR TE D, SbIg, b7 3y X8z fniz3 o
O ERR A EDOE TR LIz L 24, HHEERBEAEOWTIL (68.92%, 83.07%, BLIT
88.79%) LV HE <, MOETOFERELEMICE LD THA LSS (91.26%) L0 HEwn
92.74%DIFE T Web Y1 M &M TE 2. Fiz, 5.11%, K/ ¥—r COREIEEZHL
753 %4530 Receiver Operating Characteristic (UARE, ROC) Hi#E TH 5. ROC HiffIZIW
T, IR FOmEFfE% Area Under the Curve (LIEE, AUC) &Y, AUC 28 11ZiEWE S,
FRBIVEREMN EN T & BT
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1.0

0.8} Lo
[
2
G 0.6}
&
Q
2
|—
0.4
— URL (AUC = 0.755)
7| = whois (AUC = 0.888)
0.2 L7 — DNS, Alexa, and Country (AUC = 0.924) |
’ — all (AUC = 0.957)
— proposed method (AUC = 0.967)
0.0 : :

0.0 0.2 0.4 0.6 0.8 1.0
False Positive

5.1 K342 —1Z81F % ROC fhiff

5.1 725, BEFIED AUC 73 0.976 & IEfER & [FELICHMOWTND N T — BT HE
(0.754, 0.903, 0.949, B X110.966) LV HLEWZ ENND.

U ED XS, BEFENEHEGFEOLGAESCEEREE LD T 1 OOHERTHAL
TS EOWNTNED & ERET Web 1 NOBBEEHE T, £7-, BEoOMIEIZE N
T, URL XFHNORHTHIET 5 Z & ORMBEDSRBE LTS (EE ORI EE L [47],
BLfE URL #70HIE LT LE 9 [48]%) 28, AEBRIZIBWTH, URL XFHOLEME 72D
1%, mETH 68.92% &L I AN THREMES, B TORBNE LR T LD Lo
7-.

WIZ, -EFIEIZBNT, BiEz 0~100 O TAB S, T2 OEIZEIT S FP,

FN, BLOEMREZREB LZ. ZoEREEX 5.2 1277
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100

90

80

70

60

40

30

=——False Positive
20

False Negative

=——total accuracy
10

threshold

¢ 5.2 PBfEfED FP, FN, BXOEME (%)

B 52055305 K91, BfiE 48 ITRET H I & T, 92.82% L bmWIEMELZEL
nNTWa, Fiz, BMEZFF2L FPREEY, KAHCBME EF5 & FNBSEE 5. EiEY
A FE2RBLTLES &, VA F~DT 7 EARKELTHENAEL S D2 LRORM YA b
EARFEFA DML TEBRMLTLESTZGATYH, %k T 5 BEIRL L MAE DEIUTERE D)
RADEEIIH/NRIZIH TE D 2 LM s, FPOMRIIHIBEHFATESHE L bIZ, FN
I 2 EREE L. EEE A2 D BIE 48 DAL FN 23 7.836% 72723, Ziva
SULTICIA L5 & LIzhs, BiEEZ 3712322812k 0, Eff#E% 89.96%IZH DD OE
KTE 5 (3.518%).

LU EOFHEAE RN S, HEOHERZA VD Z LIZL->T, BEOEA LY LHBENHES
Z &, EfFREOGSEHIXEEE 48 ICTIUXR WD LBy ho Tz,

(1) JLFRPERE

AR T, BBV AT JTBWT, EHIUS & B E I S SRR OB EH 2 RIE L
2. B, WERE, vV Fa—HFE—FFIENTtime a3~ FEHWTTo 7.
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120 ) — — 100%

90%
100
80%
70%
80 .
60% &
I | 50% &
= i
400, BE
40
30%
20%
20
|- 10%
0 .Ill |I|I|I|.I..||||.|||I. NN Y R ans A 0%
0 1 2 3 4 5 6 7 8-
ONIBRERY (F1)

mEE — RELE

5.3 SLPERREfE OB & BEEER

T E RS R DAL ) f O BHEE & BAEHE A 5.3 12T, X 5.3 15, 93.8% D ILFRFfH]
D3MLRITNE>TNDZ WD, L Da—FRX=TOr— KB 3HLUNTH D
TEEHIFBL TV WO REHRN0213H Y, RBET AT AOMIEREIL 93.8% 43 Dl
FANIZINE > TWDHZ End, AEEMREOH CHLEMAFMANTHSH LB 2 5.

5.4, 8

BRFEL, BV A NCT 78 AT 52 AL BN A MEL O CRBRELHTET .
2 BT LI, B A MCT /AT A2 LICLVBALNLERLHS. 2 bR
LW BRI EEITY 2 L TR VEERA LT AL EZ DD,

55. £&®H

ARETIL, Web A MNEEEHEEHEEOMRG, B, BIUOFHMEZITo72. FHllc L - T, H
A FNOMEERK 92.7T4%DIEE THEE CTX 5 Z L 2R LT,
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6. BRIEHmZ AL -BEIXL

6.1. A

KBTI, BEIEREEN L BB E EBT 51257 > TOREL L, BExLs 2
FARD HNDEMEAEH T 5. X510, B L2 E RS & BB 27 AR IRRT 5.
77, BELEHBMLS 2T L5V TMEER TV, RS AT LAOEEEZTMT 5.

6.2. BEIRLIRTLDIRE
6.2.1. BEIRLIZEH I+ 5HRRE

~ IV = T A EEIRNT LTS DR R IC RS & BB LA EH T A0S A DL FIoR
7.

(R 1] AT RIC A AREEN TV D

~ LT = TEIOMRNT U AT X, RITREEICE W T~ by = 7 2 F4T L2 BROE(E e 0 %)
BB USRS S LT 5. LvL, ~A =7 ORI, Fy KT —7 OBGERREZT
T, BV A "AT 78 RAEITH) bONGFHET D, £, w07 OFATHIHITEREE
IZA VA M=V ENT- OS °T 7'V r—3 a3 UMT O IERLOFEDRITHERICE ENHHE L H
D, 2D XD IRENTRERD ) A R0 EBY A b~DEEZBRS TEBI L TLE Y HAERD .

(R 2] g R E RO AT IEDN 3 D B 720

FRETAESRICE ENDFE NS, EOWIBTED L) 5dtla THIXRWING IRV, £z,
To & ARHUFED 302> Tzl LT, XPROBEHNR NSy FRAFTiToh s Z L2k v, WE
B ETOIA LT THREELTLED.

(B 3] (54 o
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#£ 6.1 XU T BEER TR TRE 728 B

A== IPS Fw
(Squid5) | (Snort®) | (iptables?”)
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xmins:ds="http://www.w3.0org/2000/09/xmldsig#"
xmins:stix="http:/ /stix.mitre.org/stix-1">
- <stix:STIX_Header>
<stix:Description>M3AS:STIX </stix:Description>
< [stix:STIX_Header>
- <stix:Indicators>
- «stix:Indicator id="example:indicator-d8e915a9-b215-42ba-
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Watchlist</indicator:Type>
- <indicator:Observable id="example:0Observable-4878bc33-
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gurgaon.com</URIObj:Value>
«</cybox:Properties=>
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< /stix:Indicator>
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X, FHEE~BEMLZY, YEEHE Ty 7 LTS e A AREKRT A NY 2 R EH
We A N B RO 24 8.1, X 8.2 HWTHMT L. ¥ 8.11%, =EREEFE~LY =
TERWTEHBEORNEZFRLIZHEDOTH D, FTHEEX, ZEE LTV HMkIC, =iRE
MV 2T RN LI A=V EEMAT D, MO —FRRo TR 7 7 A VEFITTH L,
EMFRERER -~ LD 2 TIE R LT LE . MBRICEA LZERERER LY = 71, BRGmRE
BEL, MERNCEIEEILR L, BMICERE GIT 5.
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8.2 Ty ANTIKRYU A N R MK DM

ZORE, BAR A TiE, KBEEOITHIED) (=7 7t 2ORERLEIHERICI > TAEL
2 Bl R ZAT DR W ARA~DIE(E) 13707 7 A VR T A b U A MO S TR EE)
THDHW, IR A ORNFEFHE (RFEEBOHE) 2N EATL (K 8.2). AFEHEN DL —
EOBMEZ B A 72561, UM ARPERE I ERRES LTV R, FHE~T T—T
ZIEFT D,

822 . FOTJ7AINEKRTAL )R FDIERE
Ta Ty ANKTA N A NEHAWERROBEZ R EIE57-0120F, M) A MoO-EMN
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FHEL LD, K 83FZHNWT TR 77 ANMAT A N 2 MEROBEAFHAT 5. FHlx1E, BE
WCBEENEANITIRA LTS Z EIZK00 T2, FREEMIITbEEhE2 L Ll e 7 7
ANTIRTA RV A REBIERT D 2EZD.

FEHAR EFAHAR
> >
ATOURARE) ATOTRAILE ATOTRALE)
ATOTRCEEE) AJOTCHEED
EHI1-Y¥ |AIRKBLBEE AGKBLEE ATHRBEEES
AlRRCEOBE AlRRCEEE
ATOTABICE) ATOTRBEEH)
AlRRCOBRES
AIGFRDEEE
WEE IHRADEED AlRRELBE

X 8.3 ¥iA A DIEH)

IaTyANRKRT A NY A MOERIEE LT, FEBEEICIT OGBS T R TR R L
Sy, 77 A NIRRT A R A ML, (a2 AlE#), [ovxBiEd#), otz
Ci#h, MR B Lalf3E), MK C L) &S d. LinL, Zo7m 77 A ABRARD A
FU A M2, FEEIREICRAE L QW KB EOERS) (7ot X Bigd AEEn Tk, %X
TaT7 7 ANVERT A MY X NERAWTENZIT o726, EAWIRPICIA LB 015
(I7rkxBiE#)) 2R RKEHE LCRETHZ ENTE V. b, EAMMFICHAEL
TZHEFEOTES) R C LdfE) b, FEHMTOER2—FOE#H L LTT e 7 7 A VKD
A MY ARANMIBENTNDTZD, REIEEIE L TRET LI &N TER.

—J, a7 s ANVRRTU A N R MIRET HIEE A ROEL, Bl 7 a2 AR, Nk
KB L#fE)] O 2 &8k L25E, EHMMPICREELZER2—YFOIRE) [7ekx C R
B ZAFEHE LCHRELTLE Y.

AECTEXRTIHANR T a7 7 A NIRRT A R AN, EH—FOIFE 2@ L >>
b, FEYIMT OKEEOIFEC, PEREBEICFH SN HEBZYRLZ O THS. X 83D
FITiE, ek AR, [77et X CEH)), KB LlE] NoMsns7re 77 AL
BARTA R R D, B ERD. UL, FEBIETOKBEE OIEE, PEOREEICHIA S
NDTETZ TORE L CHERRT 2 Z L IIARFRETH 5.

Flo, e 7 s ANVHAKRT A MY XA MNEHOREE LT, n T A NBKRT A R R NEEH
THRNAHETH D Z ERFT oD . Fl2L, ER—FRH LAWY 7 by =27 Z28AL,
FIRZRB LTSS, 77 7 ANBIRT A U A NOFFHBMTOIL T RITIE, Y%/ 7 b
U7 A RET S ONCAREIEE L LCRELTLED.

VLB~ E 502, a7 7 A NRBIRY A B U X hOVER - EHAOREIL, KB4 5E 3810F
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LHbhd.

[RRAE 1] R 847 2

T Ty ANBRET A Y A MRS HIHE 2 LELL RIZHIR L3 E725E, ERERTIC
FENCE ENWVIEROIEEI M TN 581, RERIEEI R L TLED.

[RERE 2] Bk L35S 5

AR SRR LB A M RS R g L X A, IR TS e A L O AR
277 ANIRT A FYARMIEENRTLEY, IMTERWAREERSH D GRE 2-1).

F o, FEYPRMAPICHENBE L COEEEIL, YK BICLAIEIN 0 7 7 A VR T A |
UAMIBEBALTULEY, @#EASMEPICFEBEOBES A LTZERIS, A TE 20 ATReMR H 5
(AR 2-2).

(R 3] 7“r 77 A NAIKRT A U A NOERBIET D

SEFIHIITIC T 0 7 7 A VR T A bA U R P EFEET2REZA IV I BDIALTP, kK
DEFICHER ORAFEZIIZ, 5 FBRETE 20,

83. 7AIZ7AINHEKRIAL )R FERBILFZEDIRE
8.3.1. REFEDHUE

Bk U A R D720, Tr Ty A ABRT A4 Y R NERSE(LTFEARET S, AR
E~OT 7 a—F k& LUFITRT.

[FRRE 1] [ 2] ~OxIGE LT, ) 27 - AR LY 27 oflEnbL 77 7
ANRFRTA N U A NOEEEEMET 2R L2 RET 2 (T 7r—F1). &6l B
DR E g 7 R ORE LT fHlEEE 2 1S, Kb 5 WITHERER 7 a7 7y A VBRI A Y
A N&, BEHT AT XALEHCTERET 2 X EMLT 5 (77 e—F 2).

[ 3] ~oxtis & LT, KE LR 2K, EHPICHFPERLERIA IV T,
W2 FIEZ LT 2 (77 r—F 3).

ARFEO2EGZK 8.4 1T,

81



SEE
04 WE B BYE BYE Ery >
JU A A ]

FOTPA I ‘l E*ﬁfl ‘I' JOTPA I
ROA NZNESR | ERBEIOTFAVE - BFEALEME R NJZ RER/E
— RO NZNESHEE [€— dne: e
(770-72) (770-F3)

EW‘I'TEW E%ii‘llTEWﬁ
ZRV | R RV | R
TOT7A IVBIRDA NIZ NS e e
(770-F1)

HRAIRHELUZY S2ARAIURY
EHaE EiHiaE

->L JO774 VBRI 4 N)Z DB J—

8.4 IEERTIEOLENEE

TaT7rANRRTA R A MIBT D, R A7 ALY A7 L—RE T D
BAfRICH DH. T IDS @ Precision (EEH) & Recall (F5HF) ORKREFERTHL. ZD
728, IDS OFHHiTIX, Precision & Recall ®FHFI I TH 5 F-measure[108] %, WFHE 4 Ht
A LIciHifEtE & L THWS. F-measure (2L Y, FEEE - BELREN R 54880 IDS OH T,
EnNRNLvERLONHEIHES. (77 —F 1) IZBWTHERERIZ, A7 nfERE

(WLindex) ZEHDHZET, 7077 ANKRTA M) A SNOEZERET 5.

T, 7T ANARIKRT A N A MOIEEOT U NUNREENDZD, =IO ED K
I IAED, FHMEFEE A RE (LT 2 ONTEHATIE RV, Zok), (TFFe—F2) T,
BT LT X8R, HOIEEIR 7035 2 b T256 0 Wihindex D & il {l & 5 M3 7E
kT o707 7 A NIRRT A N A NEAERRT 2 N E LT 5.

Mg b, O7r—F1) (F7e—F2) ZHWCERFTICHFEETO LN, Tr77A
NIRT A b U A MEEELd 2 WITEREL S D, UL, BEBCEEITIIER = X F3E S
e, NERFFEHOBBITRTOIRETHDL. Zokd, (7FFe—F3) &LT,

WL_index (25 %, EHT T, BFEEDBMLERY A I 72T 2 FIRZMHNLT 5. 2l
FOARERBFEAECTE . £z, ZHOWMROT 07 7 ANVRTA NY R MR T
VAT HMEND DGEX, EOMRDO U A RS FEET L&D, BEREMTNTES.

82



8.3.2. X

EDEEH

(7) FHifEE (WL index) RiE

1.

1.

P (WL index)

HOMARhOT B 7 7 A NIRRT A N U A MEERT DL EZT &L, T £TO%
BHHIBEHICIEE 2 7 In S 6N TWDH 35, F72, Lnllid C=ley,ce, v emt® M
FHOIEE D LS SN TW D, Ln IR SN0 7 7 A VEIFRT A R U X~ Wy
1Z1E, Wh=tler,es, -,est® S (S=M) o= MU BfEH SN 5.

22T, Lh b, FEHAMTICR R SNIHEITERT 50 71X, TORESHL
TWbET 5. 72720, IBIERINS Ln WICRIE R OBENHRF L T D ARt d 5.
MY A7 2 ERMALZEEZ f(Wh1n,T), BMamEELLY 27 2 E&L LIZEE
gWnILnTET2%. Zn& &, Wh @ WL index %, L —FA7ORRICHD 1-
f(Wn,Lin,T) & 1-g(Wh, Lo, DO FHFIFEE & L CTEHTSH. Wh_index # ERfLT 5 &,
(1+0) {1 —f(Wy, Ly, T)} - {1 — g(Wh, L, T)}

0 {1 —g(Wy, Lp, T} + {1 — f(Wy, Ly, T)}
E72%. Index DIRWRE, o277 A VB EAT AL NI XA NOEDNEW.
0<index(0,f0,g0<1 TH 5. 7233, 01F, BRAMEKL Y R 7 IZH L CREBRAY 27 2 &
OREREEET HNERT/NTA—=ZTHY, 0>0 Ths.

index(Wy, L, T) = 1 — (8.1)

ARAFEA Y A7

f(Wh, Lo, DI, = MU BENEOT a7 7 A NVHET A N Y A N Woan & Wh % b
L7z X OBBRAEER T O E LTRINT S, BB ER a7, vy
ANEIRT A NY A NaedbiGBEia 71 L SE IR ET 2R RnEE 2 E &1t
Li-boThs. Hib, f(Wh,Ln,Ti
fs(Wh, L, T)
fs(Whun, Ln, T)
ELTROBND. fs(WhLn,TIE, Whz Lnll#H L7258 OB EAT ThH
5.

AR AE R o 7L, BRI AT A60l0 T LT Y X AZE Y, HD
window Fff] (7= & 2 T—FFfH) OMICEAELTZ, v 77 A VAT A Y X MZ
HENRVEEIO 2 =— 7 HUIESLR_RF AT 4 L LTRD D, Lo T, fs(WhLn,T)
wEbT 5 &

f(Wh, th T) = (82)

T
fgmemT)=J}xmmmet—mmMmMojﬂmaﬁyu(&@

L7022, u(Wh,Lin,t-window,t)i%, HifF[t-window, t] CRATHEFEH DO H H, Whlla £
NNt OO 2=— 7 a2 iRTEETHD.
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P, THmax, VL, BB u DR T2 =— 7 TS U T T 4 RO LB TH Y,
UTDLBYERIND.

ud, u < THyax
THS .0 U= THpax
diE, 2=—78IxFT 2TV T 4 OEAMFTTHY d>0 THDH. THmax 1L,
FTAT 4 BRI EVMEZE & D DR TeODTA RO&EEI 2T 2BETH 5.
2T, LalZHBICERT DIEIDEE Ca N EENTEHY, HD> WhIZIZBEINT
W2 WA, fs(WpLnD 1T E O fE fsWhln/Ca,T) LV & K& RfEE 5.
fs(Wh,Lin/Ca, T) & EEIZRD 2 DIXARARETHDH. Z 2T,

p(w, THyax, d) = { (8.4)

A) Lp & HHEL T CaSF5/hEWN
B CaD9b WhllBEE SN TWABEEORKRAEMEDOEL, Lnd 9 b Wh T B X
AUTUN D R OFEASASE D L ER IR ZED L

DOATNDIE D SEOD THIUE, f(Wh,Ln/Ca,T) =f(Wn,Lin,T) & 72 0, f(Wh,Ln, T)IZE D
BEIFFHE L RD EEZTIV., —RICHBEOTFEEENS VR, FANCEASND
B3 Z< b, 20D, WENGENLIHETHQNY SLOZRMEITE . F
7z, 7T 7 ANRERTA YA MERGTRIE Ca NDOEEFE Z Xl 72 BIRT 5720,
BV SEOFIRME S @, AR TIZA) 72 1ZB) B LD Z L ARIHEE T 5.
i, fREEEKL Y X7

gWy, Lo, DX, 7 XCHO C 0eEZRL+EL70a 77 A VKT A MY A2 N Wan &
g L=t &, Wo DREL 227 gs(WhLn, DOMRHE L L CRET S, Blb,
g(Wh,Ln, DI,

8s(Wh, L, T)

g(Wh, Ly, T) = ————
b =h 8s (qullJ th T)

(8.5)

L%,
Wi DREL A 2T go(Wn,Lin, HIX, Wh 2@H L7235EICRAEL 5 DidmamsEE 2
L LI THD. gWnLn,IEI7 a7 7 A NBIKRUA YA FHOKET Y e

DHFL AT gsele, TNDOfRFIE LTHIET L. T72bb,
i=s

8 (Wh L) = ) geo(eyT) (86)
i=1
L5,
ZIT, E 21 LY, Foloz NI THHLTYH, EHPICRAELZHED
— IR —ET A Y R Y (FRERE LY 27 D) 1IN TEET S, Lo TU A7 fElT
—FEIZ 1 ERETD.
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7272, ARITEED HIFE CTRIEFEB THRAET L0, ERRY A N— 8
I ST WIEEN B EET 5. #121E JPCERT/CC T, MEARIEICHE Sh
79 Windows 2~ REAR L TWNWAH[109]. 2T, MO F Ly UEHIT, 2
FRI B I S A0 T WIS ENRE Bset Z#UUE L, ZAUSHE ENDHIEENTX L CTipl
NE7e ) 27 EEM G 5.

—5T, B 2-2 1Tk LTCiE, IS, fERCHEE (1S T) OERNIREA LTS
7Ty ANEKRTA N A NMIMZDLOIFEE LRV, ZUE, REERSN
TV WIKE IR T HIEEN S U A MBAT2RNAH A0 TH L. Hilxid,
Verizon ® L 7R — K110][111]CIF, BERRIKENRAE L THLHRINDHE T, U
— AN —ATEEr AREZET L L IN TS, 22T, bAHIEENERITITK
BICEHNTLHHOTHL Y A7 (BRMAKLY 27 1) %, HEOYBIHIAREE T
RERZE B2 SARET . ZhE, WA LRFMAFET 1L, M50
DFECTKBEERATIEENEL 2D THD. U A MERANCEERE LS
AT, WERICERTAIEE Y X FOBEMA AT LN TE 5.

WeLindex ClF, #8EH 2 (IZEINT DY A7 %, Bset XKONT & HELHI A B % 51553
LWEFBTERELT 5. 1 BENCEHRBIN SN iE# 2 7 7 7 A VR T A B Y
MIBEERT DY A 7% R, 30 HEDO U A7 fE%A 1, Bset ICEHENDIEE~D U A7
B2 RB E425L, BMAMRELY A7 T RO Z2#HA L2V 27 E gse (ei, DI
( RB, e € By

|
_ ) 3o—(T-efrst) _
gse(epT) = 4 R~ 29 e; & Bger, T — ef'st < 30days

1,  e; & By, T — ef'st > 30days

(8.7)

ELTHITE S, o, eifist (X, =2 Y NOIEEIDRANCHEAE LIZREZ 2R 7.
JJ\J:J: @ ) 'fi%t:@jon 774)71/);27\]_“]7/( }‘ U A }*KOWT WLindex %§+%T% }:)

(1) M7 7 7 A VAR T A B U 2 MER

Lo 7 a7 7 A NIRRT A B Y X FEAERT 5256, EX000/MA00EIE2M-1 @
V5. WfE - T AREZEANGOEEE LZSEA, EECIT M>100 L2570, &
TOMAEDLEERIT LT, Whindx Wi/ E725 707 7 ANVRKRTU A MU R NEFFET S
DIFFIREDO S CTREETH 5.

Z ZTCEEI T2 R A[112]% AV T Wlhindex Zf/MbT 5707 7 A ARIRT A R Y
A N OEPRERFT 2R EeBmatd 5. @7 VY AN, Sy 7Yy 7 HE - KEE
—NV A~ R S, ZEANRH CREMf AR T 20038 L NP RIS LT, i
Ll (ERaifig) 28 2N TED.

BRI T VT Y ALTHE, 7—% (OB %, Eo HEET) THERIhD T
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] L LTRBT S, 2L C, HEOT ¥ LR KREN— 2, AEEOFMBREEIZIHNT
FEAMARAS iR MR 2B SERITRIR L C, &8 (AL R) « 2R H 72 E OB FHEAFEA Y
WUMRAZR L2206, i (=FHIES VB ER) 28K 5.

METETE, H2WEH az27a 7 7 A NVEKRY A MU A NMIEDDINENE, BTt di
TRIT D, d=1 26 cildV A MIEEN, =025 ci i3V X MTEENRWY. T rT7 7 A
NIRRT A B Y A MIEENDEEOMAEIE, Yk D=idy,de,-,dvt & LT D . Be@ik
DB FEAEFIRE LTE, 2R - 2358 - BRER LG L—RRT T e —F 2 5.

4 851, Yu 77y A NIRRT A ~U X MERGEDOEEIZ— K (generateWhiteList) %
7. £, Bfinitialize 1%, BEEEIC—ES (B1A1X 500) OFHIGEAKRDOE v k&2
T 5. B G IE Dugln THRESNZ T B 7 7 A NVTIKRT A4 U A MEERT S, Wi, Bl
A CTHe & Whindex DFHMIEIME VO GL R 28T 5. P HARHT &t~ T Whindex IR & 7278
NEEWEES, L EOEKIZENEE X, TAITY XLE2FTHE5. 73 Y XLRFTHY)
SNZ2WEEA, B computeNextGeneration 1%, Bif{CAJLIZ, BIR - AN « 2RI X
DR OGEMRZER L, R AT 2.

1 generateWhiteList (L, T) {

2 //initialize the variable for current generation
3 g=0

4 //the number of seeds

5 N=500

6 //generate N initial seeds for 0" generation

7 D°={DY, DY, ...,D{}=initialize (Ly, N)

8

9 While( true ) {

10 //function G returns a white list based on D§ L,
11 //The following two lines of codes find the best
12 //WL_index among the current population

13 best® = min index(G(DS, Ly,), Ly, T)

14 S = arg Hin index(G(D, Ly), Ly, T)

15 1<nsN

16 //if the index is not improved compared with

17 //the past P generation, return the best value
18 i T (best8P — best® < §)

19 return G(D?, L,) as Wy,

20

21 //compute the next generation from the current
22 //population by using selection, cross over

23 //and mutation

24 D&*1=computeNextGeneration (D8)

25 g++

26 |}

27 '}

X 85 a7y ANRKRTA NI A MERFIEOEL 2— K
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(r7) P B e
ZC, WofEpkte O FFEE FIRICOWTIRRS. KFIETIE, 7Yr 77 ANEBKTA Y
A b %H’EE}Z L72FELA T LA, A v #— VL I 203 I=Tdays) & &2, BELEICES Wh D
BB QEHET LS. QBRHLHBEELY &GS, Tr 77 A VBRI A R U R MER
%, SR h OZFENIREREDRH T LHW LT, WaZHFENRETS.
#%Tﬂ@,k@®4/&%ﬂwﬁot#%TMﬂﬂmiT®%%L%ibkmﬁ%Lﬁ
EEHLTDH. 2ol E, QWi Lnk T
index(Wy, Llf,, TX)
index(W, Li, T1)
ERHSLD. TLIZTm 7 7 ANTRIKRTA YA NEER L TOLEIOA »Z—/3LT
H5. MK, QWhrLn,T1)=1 &72%. Q Dk, Q>0 ThH5. QITFFRE T L b HH
T Zwv. 2&x X, EAY, EGRRMAEELRWEES, TTL LD,
index(Wh, L§, TX) < index(Wy, L&, TX1) (8.9)

Q(Wh, L, TK) =

(8.8)

L5,
Z LT, BfEQmicx LT

Q(Wn, L, TX) = Qry (8.10)
PRV NLDEE, 777 A NART A R ) A N Wh ZEHT 5.

8.4. BE(fisEER
8.4.1. EEREIE
EFTRAOFHIERIZOW TS, EBRTIE, HHMBEANR Y NT— 7 ICRE SN F—F
EMICET 2 PCoE#En 72 G L, FHEEIELR O T v 7 7 A VIR T A U X MERTIT
WZHOWTRH L7, FEAO e 7%, ERIZSIL TW5 26 BOMROMEE - 7ot A fddha 7
THY, FEPMIZ20174H6 7 16 HNS 2017TET7TH 10 HETTHD. 777 A A
RTA FU A MEMBRE 201747 A 11 H® 00:00:00 & L7-.
FEAMCIE, 20174F7 A 11 25 201748 A 7 H £ COMEMAMMICEE LT, BN REAES
L GEMEIM) ZRET 5. BRI, EAMMET T, a7 A NVBIRT A FY R
MZEENWL=—7 7258 window WFE]Y7- Y BfE TH ELL ERAT MBI ORI TH
L FEHE - FHEEIE A Ao, EEin S oL o — FEIT 3,652,514 1 T 5.
# 8.11C, FHBIZHWIEANTG A—=2 DT 7 4V MEZ, £ 82 IZEEHNT /LT Y XLD/RT A
— X R

87



#£ 81 NRIA—=HDT 7%/ MA

INT A—=H T 7 4V ME

TH 4

0 10

d 1
Bset [0)
THmax 10
R 10
Window lhour

| 7days

# 8.2 BT NN XLD/NT A—H

INT A—H &
RS 0.65
ZEIRIE B 0.1
UCERUNDT > § 500
A RIFT 528G 0.1

WLindex 8 L7 0 7 7 A VIR T A kU 2 MESTADOMERFHMI D720, ZhENIZON
T, IR TAERET 5.

WLindex O FL#E 02 & 3 2 FRAMFERE (altindex) TlX, H 4 OIFB)OIFA AL & HARL % F2 7 1
T7ANURTA MY A SOEEFHET 5. BAEMICIE, BB EY 227 f(WhLn, ORI Y
(2, Wa NOIEENA Ln THELT 28 r(Wh,Ln) 2 05, BT 2L ToEy Les. B
Hcount 1L, I THAZNT-= Y OHBLEEZRD 5.

alt; _q_(3+8) r(Wh Ly) - {1 — g(Wh, Ln, T)}
index(Wp,Lp, T) — §-{1—g(Wy, Ly, )} + r(Wy, L)

(8.11)

Yeew, count(e, Ly)
|Ln|
WLindex & altindex DI ZEL, 707 7 A NIRRT A N Y R MTEENRWIEBY O R AESEE
ZE[ET D Z LT, Whindex DAHMHNTENTZFHBHEIE & 705 2 L 2R T,
T 77 A NIRRT A YR MESRGROE G & LTE, BT ) ZLAITEL T
ABEZ T 0 7 7 ANVRT A B Y A S EAERT 2880E (greedy H0) Z W15, greedy
FHATIE, BERE L Y 27 DREE DO M % 48 2 22 \WEPH C, 78 B O A B DS 2\ R E)

F(Wh, Lh) = (812)
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MBIEFICT a7 7 A VKT A S U AW w88 T 5. B2 AL greedy D L 43
L, 873 L2052 L THIMICENT. 727 7 A VRIFRT A N U X F&Elk T
LT L ERT.

P e 7T M3 T JavadDKL.7 THEE L. AT v 7 HuIH 2000 TH 5. F7ziHllic
Huw7= PC o A~ v 7%, OS=Windows 7 64bit Home Premium, CPU=Corei7-2600,
Memory=4GB TH 5.

8.4.2. FHMfER
(7) FEH=a A b

8.6 12, BBMIT NIV XLZWHALIZL ED, & 55AKD Wlindex DFEIRILE R
30 HEARFRE TEZFDOR L TWD Z &b,

# 8312, Win DIERM O Q(Wh, L, TY DI 2 )5 TR 2779, 7272 L, [HEBAG
R C, IREn 7B LT e 7 7 A NIRRT A N A NDT—ENAL L AEY FICHDHZ &
ZHIEE T 5. Wa OVERRICITH 85 7, Q(Wh,Lat, TOOHEHICITH 0.2 - THY, QIE
BHOTGTH 400 58N L3 bD . FIZ 1 FEDOIMRD T 7 7 A VRIHRT 4 R U Z |k
FEBETLGE, SRA0T a7 s A NVEIET A U R NOERIZIEN 236 R 025, —
¥, QEHEEICO DML 30 pRRETHDH. Z D=, kD B0, FEERRIE, —
Fieard a7y A VR T A R A REERT 20 TIER<ET QEEZRDZ H 2 TREIT
JE U THERT 2 ORHFE LN ENZD.

0 5 10 15 20 25 30 35 40 45

epoch

8.6 WL_index O & Friafs

89



# 83 Ty ANEERTA Y X MESKAD Q ER H O PrEERsH]

T Ty ANIIERY A R A B Q fiE
YER R [msec] VER R [msec]
B 85,402.58 198.27
PR 72 22,935.54 42.99

(1) BN &g ik LY 2 7 OBIR

8712, 0% 175 1000 £ TELSETYE D, W OrERENHIH &AL L ) 27
D= RFET7%2RT. BEIT 26 KOVHETHDS. 0 2 KRE<TDH, ThbbiERME
WO T HANE Whindex T 2 —=2 735138, BRAMMIIER L, BREEEL Y R 7 13
5.

altindex Z (2 L72 W p & HERT 5 &, Wh OPERERARIZ L 0 FAANCALET S, BID,
HAEL Y A7 RE—TH5H Wik W v 23® 585, Wa O BBEBAEITELS 725, L
EXY, EAROBRBEMBIEAZERET 2 L9 BIYIZK L TIE, Whindex 1E altingex (2 HA~THE
TRl & W R 5.

1,200
5=1 —o— WL_index

1,000 alt_index

800

600
6=10

400

ARIRAIHEAM [1093]

A

0=1
200 6=100

6=1000 9=1000
06=10 Tr— 57
6=100
0 0.2 0.4 0.6 0.8 1

BREEHRL YR

8.7 fEIERFAM D b

8.812, #EH N TIE L7z Wh & greedy HUTIERK L7= W n & OB ZRT. [Hi)7
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No. vl Ny v afE (MD5) WAET vy | R T
1 Emdivi | e5653a4bcal239b09550943823040244 AE P T
2 PlugX | 5a22ebaee4da2fe363b77f1351265a00 707 AE PP
3 ChChes | 8a93859e5f7079d6746832a3a22ff65c¢ FE P HE
4 ChChes | c1cb28327d3364768d1cle4ce0d9bc07 HEWT HET
5 ChChes | 07abd6583295061eac2435ae470eff78 FE P HE
6 ChChes | 37c89f291dbe880b1f3ac036e6b9c558 HEWT HET
7 ChChes | 472b1710794d5c420b9d921c484ca9e8 AP HE
8 ChChes | 23d03ee4bf57de7087055b230dae7c5b HEWT HET
9 ChChes | 75500bb4143a052795ec7d2e61ac3261 AE P HE
10 | ChChes | 0b6845fbfa54511f21d93ef90f77c8de HEWT HET
11 | Korplug | c48cdf2ce519307358ead3512e31f264 AE P HE
12 PlugX 855f9cf0cac91c50cfc3160be8e905b9 HEWT HET
13 PlugX | 37316726bf3d3934cf51366db702c24d HEWT HET
14 | pak!cobra | adc7303a61a7f3341f567ff09c411554 HEWT HET
15 | Chches | 19610f0d343657f6842d2045e8818f09 AP HE
16 | ChChes | 1b891bc2e5038615efafabe48920f200 HEWT HET
17 | ChChes | 1d0105cf8e076b33ed499f1dfef9a46b WET HET
18 | ChChes | 3afa9243b3aeb534e02426569d85e517 WET HET
19 | ChChes | 684888079aaf7ed25e725b5523695062 AP HE
20 | ChChes | 779dbb88e037a6ecc8ab352961dbb028 WET HET
21 | ChChes | 7891f00dcab0Oe4a2f928422062¢94213 AP HE
22 | ChChes | b0649c1f7fhb15796805ca983fd8f95a3 T HET
23 ChChes ca9644ef0f7ed355a842f6e2d4511546 T T
24 | ChChes | d1bab4a30f2889ad392d17573302f097 T HET
25 | ChChes | f03f70d331c6564aec8931f481949188 T HET
26 | ChChes | f5744d72c6919f994ff452b0e758ffee T HET
27 | ChChes | f586edd88023f49bc4f9d84f9fb6bd7d T HET
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f60cdde57bd9ca9412¢32a08ef068abc
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dba397405916869fdbfc66fa57f553ae
laca09c5eefb37539e86ec86dd3be72f
3b6b7907602f8447b168f1225{37c643
b3bc4b5f17fd5f87ec3714c6587f6906
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