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Abstract: In order to minimize the damage by the Remote Access Tool (RAT) malware used in targeted
attacks, various countermeasures such as blacklist approach and whitelist approach have been developed.
Blacklist approach manages the servers where the malwares tried to communicate, and block communica-
tions of the malwares. However recent malware changes the C&C servers frequently, it has difficulty in
following the change of servers. Whitelist approach permits only the servers already known as safe. It blocks
communications where is not on the whitelist, thus it has caused disruptive effects on business. In this paper,
we propose and evaluate Autonomous Evolution of Defense System based on Whitelist. Proposed system
requests additional authentication which a program such as a malware cannot pass through, when unknown
communication occurs. This system can take countermeasures such as the RATs malware without disruption
of business activities.
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Table 1 Comparison with existing countermeasures.
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Fig. 1 Overview of cyber attack.
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Fig. 2 Overview of the AED based on whitelist.
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Fig. 6 Implementation of the proposed system.
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Table 2 Software used in the implementation.
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Table 3 Example of evaluation RAT malware.
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Table 4 Result of blocking communications.
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Fig. 7 Transitions of the size of whitelist.
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Table 6 Result of questionnaire.
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Table 8 Specification of evaluation environment.
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