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EEDTITANVICHT2EHOEE 2o, ELBEEFEOEEEFE EE>TWS. FTH, EHEEY
A F I Tor(The Onion Router) 1%, FETXOBHRZRB U EEZDO@EENARETH D, NIREFRLR AL HWL
S5NTWB. Rf, BELBAEIET I NVEEOHMIHGTFINTVWED, TV LY 2712 k25RE%A
BREDREREBKTHHINE T —AEL\0.

ZIT, B—2rv 7 EOREYRRGEY A b ETHRDONT WSSOV e S BT 23
BIZKREREEPEE - TV, LL, BEEGOTREHOERE L -V Yy NI ICHTHEI NS Z
EEMBT DA, FEAEDY A NTIX CAPTCHA ZAHW/Z2F 2V T W EWEZEL TWVWE. ZORMEIZH
LT, &A%, (1)OCR IZ&% CAPTCHA OEHEMHE L 2) u 1 VKD CAPTCHA % fiit < #4E D AIE M
MWTSEEH IO —FD 2 DTHRIZRAS. AR, X2 Q) DAL, VAT LEEKIZOWTHRR, (1)1
DWTIE[1] THETS. 72720, CAPTCHA OFEHIZT F A MR—ZADEDIZ[RS.

1.2 Tor DE&M

Tor %y N7 —=2HNOY = 7% ML, A D.onion £\»5 TLD(Top Level Domain) % #>. Z® TLD @
Yo M2, BHEOTIIHTIET 72 AT 52 enHkd, Tor 77 7 FRBEIZR5.

1.1 2 Tor DFEEE %2 RT. BELMEEERTZ72012, W OO —~"2&HL, HWOY = 7Y
A NZT272ATE. Zhsofifkd—nN (VL =)k, 72547 MIEWSHD S Guard, Middle, Exit &
EENTWS. X 1.1 OHITI, nyy, ng, no DIHIZZEIZES/LARINTVE. 26D ) L —IE—ERF
M ICERENEDY, ZhIZE->TEAEEZEDTVS.
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CAPTCHA HU58%8, HTML BUSER, Tor ik, 7I0HFADA VA —T 2 —AD 4 Fhr6K5. KV AT
1%, CAPTCHA %< 2 ZADAABDRIEL, PIZY AT AWKz 70— v 7L CEifET 5.
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'U-/f ]‘ 1/% * Apollon Market %

CAPTCHA

B4VD5b

S

22 AY¥A bD CAPTCHA fif% D L7

22 YRTLDREN

2T, A-YRIT IOV EHCCHHOY 2TV A MIT 272 AT 5. 2—Fik, 70— RTH 5
URL 75 —2 %% %. CAPTCHA HUEE8TI%, Tor ## il 2 L THEM ™Y = 79 1 + 5 5 CAPTCHA
[Hi{§ & Cookie % H{f39 5. Cookie 2k b, #IZT 72 AL TKIZH CAPTCHA 72 L T 27 & AHATHEIC
75,

Wiz, 2—HIk CAPTCHAX %f#<. CAPTCHA O% % Y 7 HTML Bz 5 &, JFED Cookie
EHWTHY Tor BHEHRERHLTY 2 791 M7 28 RAT 5. ZOH, Y OMZZ—FZE AT -7
rous4 U EHEE POST%ET 5. —HBZ A ICid 5 e, O HIML 2 % — N7 T 5.



3.1

Tor v U —2 DY 1 MESEMEADH D, B Tor ¥ 1 MECHASBETHS. 22T, (1), 2 DT
Ta—FITMAT, Tor 77 V%2 MHHLUFENICL ST —2HIELEOTHET 5.
HEHER

31 FAMAETHEL YA bO—BHeT—XThH2. FHTOMEE 201949 H L], R¥AT L%
HWEHBTORFFIE 2019 F£ 10 H21 H2S 1L H 19 HTH 5. K321 HT7TY) T DfRERT. £

3.2

3.1 &3 3.2 DSR4 IE, 1 EUR =1.12USD, 1 BTC =7223.83 USD #H\WT USD IZ#&E L 7=.

£31 WELEYVA bOWEH

WEHE | Y1 b4 EEATIV | B | SEEMfik [USD] Pl =4

Northwest Nuggets Drugs 17 111 USD

Midland City Drugs 12 90 USD

DEEPTECH Digital Goods 30 370 BTC

) Alhtbpay Drugs 24 254 USD

¥ ArtGallery Shop Arts 3 3691 EUR

Gold-Cart Cards 42 1146 USD

Kamagra For Bitcoin Drugs 10 23 BTC

Murder Incorporated Hitmen | Service 2 12500 USD

o Apollon Market Drugs 264 368 USD,BTC

Tor Market Drugs 129 “l'| NZD,GBP,EUR,TAB,USD

o Tenebra marketplace Cards 2643 830 USD

UnderMarket Cards 134 520 BTC,LTC,ETH

KIJICHEBIZHEINT WS EZRT. £/, T—X%ZDBIZAN, AT TV RHEBOMREEL Y = 7Y
4 MERAVTIRMEL TV, 3.1 ICAY 1 N2OFETEEZRT.

LR AR - DBEIE LTV,
*2https://windy.mind.meiji.ac.jp/~tori/2018/summer/work/



%32 H73Y

HTITVH

P M

YA [USD]

Drugs

8 *

Cards

227.86

Digital Goods

801.75

Service

179.77

Counterfeit

1391.47

Jewelry

1554.39

Arts 3

3733.33

Others

644

W= NN

*1

#33

[ERLES

AT Y

il

Champagne MDMA

Drugs

$170

IPHONE XS MAX 512GB

Digital Goods

$340

Basic Hitman

Service

$5,000

BRI 13 BT BRI R

404fFrha041F

Ptk : 485.17USD

sites categories
@ AtBay @ Apcalis Oral Jelly CONSOLES @ Kamagra Tablets
@ Apolion Market @ Apcalis Tablets @ carss @ Others
ArtGallery Shop @ At @ Credit Card PHONES I
DEEPTECH Bitcoin Services BTC2CC  Digital Goods Paypal \ ‘
Gold-Cart Bitcoin Services BTC3CC @ Drugs. @ Peptides & Steroids
@ Kamagra For Bitcoin @ Bitcoin Services BTC4CC @ Fraud Pharmacy \ \
@ Midiand city @ Bitcoin Services BTCSCC Gift Cards @ Sservice _—
@ Murder Incorporated Hitmen @ Bitcoin Services BTC6CC @ Gold @ Smartphone & Co
@ Northwest Nuggets @ Bitcoin Services BTC7CC @ Herbs ‘Super Kamagra
@ Bitcoin Services BTCECC (@ Kamagra Effervescent Tablets @) TABLETS
@ CAMERAS @ Kamagra Oral Jelly Western Union
@ CC&DCards @ Kamagra Polo Tablets digital goods
@ COMPUTERS Kamagra Soft Tablets @ vape
Apollon Market Gold-Cart DEEPTECH Apollon Market
1gr Pure Amfetamine Speed Powder iPhone 6s Plus (factory unlocked) ASUS ROG G703GI xf0x9fx92x8¢1G KETAMINE S-
Sulfate! Smartphone & Co> COMPUTERS > ISOMERxf0x9fx92x8ell 90% PURITY
Drugs> UNCUTxf0x9fx92xaf IIFREE
$279 $0.1150 SHIPPINGx{0x9fx93xa8
$18.96 Drugs>
$21.69
details... details... details... details...
AltBay Midland city Northwest Nuggets Apollon Market
Nandrolone 10ML (250MG) Champagne MDMA 1g Platinum 100 x 150mg Pharma Armodafinil UK
Peptides & Steroids > Drugs > Eestazy Drugs> NDD
Drugs>
$43 $170 $7

X 3.1

PRELE-ZN

$89.49
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EHENC XS UHREEFE TS, KAVATLEHCTHEEL YA M & SEEHIL, SFAREZ kD 5.
K34 IFHIOKRZRT. FHTOMRER, FHITOWHELD 1.7 5L EORHDS»H 5.

# 3.4 HTML HUFIZ 2 h o 72 IR

W5 | P [s] | FRUE(R
F& 41.93 3.50
FHE 24.08 2.04

34 EZE

AMFETHEL 2ADY A D55, 6DV M Drugs IZET 2B —FL o7z,
BET—HMELNTVWAZDIZUSD THo7z. — AT, REEED BTC I EUR ® NZD £ D $ %57z,
Drugs # FEH T IV & § 251 FTHRITEI N T\ D5 DO EIAMIME T HBIUE o 72, £72, PR D

BWEDIEEEMMEAEL o TWVWD.



/rf\-4;5;

a4 E

N— REMDIRFTEY 1 ~DRE
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Tormarket X7 — RiFE2 &M LTWB Y = 7391 b TH 5. Tormarket 12585 NT WS A — KNIk, CVV
BODECVVELD2DIZRIToNS. KFFETIECVVEIDI—NERNRE UCHEZIT>7-. #—FH
RIZGHEINZE DN BEEINIZEDPENTIERVD, F— RITIEH— RFITH (issuer) P — RV X —
DA#FELEL EDHERPEENT VS,

42 RAERR

41 IZHBEDRREZRT. I—FIEHEDEIZOWVWT, 1Y aT7BDOA—RORE L. T—20HIzik
EOBHELRZELTVWEEDEHD, K41 HIZIFRE LT =X 2T A>TV,

EBIZ—FEL >0 USA OH— KT 659,002 Wb -7z, ZHIEXRED 80% LA ETHD. RIZEL 1o
72D1% CAN D51 — KT 48895 b -7z, ZIIIEIRD 6% 12 Hii7z72h > 7z,

1> 2T TIE VISA B3—%F% <, 545,935 L TRARD 66.3% TH - 7=. RIZEH > 7=DIZ MASTERCARD
T 186,580 M H v, &AKD 22.7% T&H ->7-. AMERICAN EXPRESS & USA O F— R Unih o7z,

“3http://tt2mopgckifmberr.onion/
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13,698 0 URL DV A FD S5 &, HEBBHIZAT — X AT — R 200(0K) 2ELTE/Y 2 741 K
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370 A CH - 7=.

1 HH 702D A FABBHEINT WSO L 0 LSS 72012, BMIFBHZ 0 & UM HEM x
EAT—RAD— R 200 ZBTHA MOy IZOWTHIEERZIT\, y = -28.035x +2326.6 21572, fit-
T, Tor ¥ M1 HH70FY 28 LTS,
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