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End-Users' Negative Behaviors
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Sharing credentials

Over trusting people EEE—————————
Writing credentials down _—

Clicking OK without reading | E——————

Not logging off _—

Downloading programs s
Not having security software I

Allowing autoc remembering.. .

Bypassing security .

keystrokes .
Lack of awareness of.. s

Not applying least privileges .

Not checking default.. jm—
Not locking screens .

Not updating security software .

Reusing credentials .

Sending stuff to.. .

Setting easily security.. .

[Hausawi 2015]
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Signing on from..

Turning software programs..

HITOE

Using jump drives
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Hausawi, Yasser M. : Current Trend of End-Users’ Behaviors Towards Security Mechanisms, Human Aspects of

Information Security, Privacy, and Trust: 4th International Conference, pp. 140-151 (2016).
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(2) A EZILLI=DESD D ERFH A (—

aB)

. Ihs(EHER) rhs ($5 R3] support confidence lift
1 {group={B1All job=B & %]} 2 51E IEE 0.131 0.896
2 {group=1{& 75l Age=40's} % 51X IERRE * 0.894
3 {group=1E %Il Age=30's} &5 (X IERE 0.902
4 {group={E 7l Sex=B job-BE X} Go(L ERE 0. AReEN:
5 {group=3t A} 5 (& FEH 0.101

1.089
1.086
1.096
1.113
1.154

Support=Z/N
Confidence=Z2/X




(B) B RT A4y ElIIES T

Estimate Pr(>|t|) T‘JZJ:IS
(] LC C D

oroup{E 5l -0.054 0. 306 6.78E-01

Sex B 0048 0466 1.41E+00 <P(T~E|1@%U)> P(FIE|£H)
Age 0.006 0024 105e+00| \PCER|EZRD))/ P(ERIFH)
jobBE X 0.031 0.736  1.38E+00 — 0.678

job=$t & 0.097 0.298 2.18E+00

jobZ Mt 0.087 0476 1.86E+00

jobsS—k -0.06 0.567 4.41E-01

jobXFE B 0.668 0.082 2.90E+07

job= 4 1.012 0.000 3.37E+08

jobFRE Btk 0.064 0.559 1.74E+00
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